OOrpyHTYBaHHSI TEXHIYHUX Ta SIKICHMX XapaKTePUCTHK MpeaMeTa 3aKyliBJi, po3Mipy
OI0I’KeTHOT0 MPU3HAYEHHS, 04iKyBaHOi BapTocTi npeaMera 3akymiii (ITocayru 3
MO/I0B KEHHA JilleH3iH Ha MPaB0 BHUKOPUCTAHHS AHTHUBIPYCHOI0 NPOIrPaMHOI0
3a0e3mevyeHHsl).

3amoBHUK: ["010BHE ynpaBimiHHsA JlepKIIPoACIOKUBCIYKOM y BiHHUIIBKIN 00J1aCTI

[Tpeamer 3akymnisimi: [Tocmyry 3 MogoBKEHHS JIiLEH31H Ha TPABO BUKOPHCTAHHS aHTHUBIPYCHOTO
POTPAMHOTO 3a0e3MeUeHHS.

OuikyBana BapTicTh npeamera 3akymisii: 495 000,00 rps. 3 [T/IB.

Inentudikarop 3akymism: UA-2025-11-28-005017-a.

Ha Buxonanus Bumor nocranoBu Kabinery MinictpiB Ykpainu Bix 11 >xoBths 2016 p. Ne 710
(31 3MiHaMH) PO3IMOPSAHUKOM OFOJDKETHUX KOIITIB 3 METOK IMPO30poro, €PeKTUBHOrO Ta
paIioHaIbHOTO BUKOPUCTAHHS KOIITIB 3a0€3MEYCHO:

- OOIpyHTYBaHHS TEXHIYHMX Ta SKICHUX XapaKTEPUCTHUK IpeaAMeTa 3aKyIIiBJi, pO3Mipy
OIO/KETHOTO NMPHU3HAYCHHS, OYIKYBaHOT BApTOCTI MpeAMeTa 3aKyIiBii;

- ONPWIOJHEHHS OOIPYHTYBaHHS TEXHIYHMX Ta SKICHUX XapaKTEPUCTHUK IpeIMeTa
3aKyHiBii, po3Mipy OOJUKETHOTO TpPU3HAYEHHS, OYiKyBaHOI BapTOCTI IpeaMeTa
3aKyIiBI HUIIXOM PO3MIIIECHHS Ha BJIACHOMY BeO-CalTi MPOTATOM I SITH POOOYMX JTHIB 3
JHS  ONPIJIIOJHEHHS OTOJIOMICHHS NP0 TPOBEACHHS KOHKYPEHTHOI MpOIEIypH
3aKkymiBenab a00 TMOBIJOMIIEHHS MPO HaMip YKJIAcTH JOTOBIp MPO 3aKyMiBIIO 3a
pe3yabTaTaMy IEePEeroOBOPHOT MPOLEAYPH 3aKYIIIBEIb.

OOrpyHTYBaHHS TEXHIYHUX Ta IKICHMX XapAKTePUCTHUK MpeAMeTa 3aKyHiBJIi
3 wMeroro 3a0e3neueHHs AaHTHUBIPYCHOTO 3aXUCTy poOoumx craHuiii ['omoBHOTO

yrnpaBninHsa JlepKmpoacnoxkuBcny:kOn y BiHHUIBKIM o6nacti A0 TpeaMeTy 3aKyImiBii
BUCYBAIOTHCSl HACTYITHI BUMOTH:

1. Micue nocraBku nociyr: M.Binauis, Byn.IIpaBegnuxis cBity, 19.

Texuiuni BUMOrn

Ne KinbkicTn
- HajimeHnyBaHHS IPOrpaMHOro 3ade3ne4eHHst

[MTporpamua npoxaykuis ESET PROTECT Enterprise On-prem 360 obj./1y.
1 Existing: ESET PROTECT Enterprise On-prem 360 obj.

ITporpamua npoaykitiss ESET Endpoint Encryption Pro 10 obj./1 y. Existing:
2 | ESET Endpoint Encryption Pro 10 obj.

*Bci nocunants Ha KOHKpemHy mopzieenvbHy MapKy uu ipmy, namenm, KOHCMPYKYito abo mun
npeomema 3aKynieni, 0xcepeno U020 NOXOONCeHHs ab0 BUPOOHUKA, CI0 YUMamu 3 BUPA30M
«abo exsisaneHmy

3anpononoBane I13 MOBUHHO MaTu Ha TepUTOPii YKpaiHW LEHTP TEXHIUHOI MiATPUMKH,
aBTOPU30BaHOI BUPOOHUKOM, Ta HAJaBaTH TEXHIYHY MIATPUMKY KOpPHCTyBayaM BIJIIMOBIIHO 10
HACTYITHUX BUMOT:

- o0OcayroByBaHHs 24x7x365 - 24 roguau Ha 100y, 7 AHIB HA TUXKACHb, 365 NHIB HaA PIK,
BKJTFOYAIOYHW CBATKOBI, BUX1THI Ta HEPOOOUI JHI, I11710/1000BO;

- pO3IIMpEeHi TeXHIYHI KOHCYJbTalli 3 MUTaHb KoHQIrypauii Ta ¢ynkuionyBanss [13 mo
TenedoHy (3 MOMJIMBICTIO 3B’S3KYy 3 TEXHIYHMMH CHEIaTiCTAMH IO  MICIIEBOMY
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teneoHy Oe3 BHUKOPHCTaHHS TIOCIYr MIKHApOJAHOIO TeNepOHHOrO 3B'SI3Ky) Ta
€JICKTPOHHIH TOIITI.

Takox 3anpornonoBane [13 MOBMHHO BiAMOBIIaTH HABEICHUM HIDKUE TEXHIYHIUM BHMOTaM.

1. Bumoru /10 aHTHBIPyCHOro nporpamMte 3a0e3nedyeHHsl JJsi 3aXHCTy Po0OUYMX
cTaHuii, ¢aiiloBUX cepBepiB Ta pPO3MMPEHOr0 BHABJIEHHS Ta pearyBaHHS
(EDR/XDR) (ns1s1 3axucty 360 00’€KTiB)

Bumozu 0o cepsepa kepysanns

1. MoOXIUBICTh IIEHTPAII30BAHOTO YIPABIIHHS aHTHBIPYCHUM 3aXHCTOM BCi€l MepekeBOi
1HPPACTPYKTYPH.

2. MoxnuBicTh OyAyBaHHS l€papXiyHOi CTPYKTYpH aAMIHICTpYBaHHS, IO CKIAJA€ThCs 3
TOJIOBHOTO CEpPBEPY Ta IMIANOPSIKOBAHUX CEpPBEPIB, IO /A€ MOXKIUBICTh 3JIHCHIOBATH
[EHTpaIi30BaHE YIpPaBIIHHSA AaHTUBIPYCHHM 3aXHCTOM pOOOYMX CTaHIliH, cepBepiB, Ta
MOOUTBHUX MPHUCTPOIB, IO HAIEKATH K TOJIOBHOMY, TaK 1 pETiOHAIBLHUM MiAPO3/iJIaM.

3. IuBeHTapu3zariis o0jagHAHHS, 10 BCTAHOBJICHO Ha pOOOYMX CTAHINAX Ta CEpBEpax IIif
ynpasminaaM Windows, macOS ta Linux.

4. IHBeHTapu3allis MPOrpaMHOro 3a0e3MeueHHs], 1110 BCTAHOBJIEHO Ha POOOYMX CTaHIISAX Ta
cepBepax mix ynpamiaasM Windows, macOS Ta Linux.

5. Binnmanena iHcTamsIis aHTUBIPYCHOTO MPOTPAMHOTO 3a0€3MEYeHHs Ml OmepariiHux
cucrem Windows, Linux ta Mac Ha KiJIbKa KIHIIEBUX TOYOK OJHOYACHO.

6. Binmanena iHCTaNsAIiA KOPUCTYBAIBHUIIBKOTO MMPOTPAMHOT0 3a0€3MEYCHHS.

7. MOXJIMBICTh  BIJJAJICHOTO  BHUJAJEHHS  BCTAHOBJIEHOTO  KOPUCTYBAJIbHUIIBKOTO
IPOTPaMHOro 3a0e3MeveHHs .

8. BimmameHe BHIaNEHHS aHTHBIPYCHOTO IMPOTPAMHOTO 3a0e3MeUeHHs U OTepariifHuX
cucreM Windows, Linux Ta Mac

9. MOXIHMBICTP BHKOHYBaTH 3a JOMOMOTOI IHCTPYMEHTY BiJJAJIEHOTO YIPaBIIiHHSI
JIOJJATKOBI MepeXeBl Jii, Taki fK: 3aBeplIeHHS poOOTH Ta Iepe3aBaHTAKEHHs, BiJIpaBKa
CUTHANYy MpoOyIKEeHHS KOMIT'IOTepa, BIANpaBKa MOBIAOMJIEHb, BUKOHAHHS KOHKPETHUX
IHCTPYKIIH KOMaHJIHOTO pPsJIKa Ha KJIIEHTCHKOMY KOMIT'IOTEpl, CTApT OHOBJIEHHsS OmeparliiiHol
CHUCTEMH KIIIEHTCHKOTO KOMIT'FoTepa.

10. HasiBHICTh IHCTPYMEHTY JAJIsl CTBOPEHHS Ta peJaryBaHHS IHCTASIIMHMX MAKETIB JUIs
onepauiiinux cucreM Windows, Linux ta Mac 3 monepeJHbO BCTAaHOBJICHHUMH HacTpOMKaMH
KOH(}iryparii, 1o Ja€ MOXIUBICTb EKCIIOPTYBATU IHCTAJALINHI MakeTH A PO3rOPTaHHS
MOBHOLIIHHOTO aHTUBIPYCHOT'O 3aXMCTy Ha KIHLIEBUX TOYKAaX B 130JIbOBaHIN Mepexi, a TAKOX Ha
KIHLIEBUX TOYKAX, IO MOTPEeOYyIOTh 3aXUCTY, ajlé THMYACOBO HE MAIOTh 3'€JJHAHHS 3 CEpBEPOM
aJMIHICTpyBaHHS.

11. HasBHIiCTh AMcIIeTYEpa KOPUCTYBAUiB, SKUH O3BOJISIE CTBOPIOBATH PI3HUX KOPHUCTYBaYiB
cepBepa aJIMIHICTpyBaHHs, Ta IPU3HAYaTH IM pi3HI MpaBa JOCTYIY 10 OKPEMHX PO3JILIIB, IPYIl
KOMIT'IOTEpIB Ha cepBepl aaMIHICTpYBaHHS, IO J1a€ MOXJIMBICTh HaJaTH PIi3HI IpaBa JIOCTYILY
JUISL pET10HANIbHUX CUCTEMHHUX a/IMIHICTPATOPIB pO3rally’KeHOT CUCTEMHU aHTUBIPYCHOT'O 3aXUTY.

12. MoxnuBicTh ayTeHTU(IKYBaTH aaMIHICTPATOpiB KOHCOJII 32 JIONMOMOTOI0 I'pyN Oe3MeKH
Active Directory.

13. MoxnMBiCTh BUKOPHCTOBYBAaTH ABO(AKTOPHY ayTeHTH(IKaLil0 1 0OTIKOBHX 3aIUCIB
aMIHICTpATOpiB, IO Ja€ MOXJIMBICTH 3aMoO0IrTH HECAHKI[IOHOBAHOMY MIJKIIOYSHHIO 0
CepBepy LIEHTPATII30BaHOTO YIIPABIIIHHS.

14. HasiBHICTh KypHally ayIquTy, y SKOMY PEECTPYIOThCS 1 BIJICTEKYIOTHCS BCl 3MIHM B
KOHiryparii i Bci Aii, iKi BUKOHYIOTh KOPUCTYBaui cepBepa aJIMiHICTPyBaHHS.

15. MOoXIUBICTh BIAJAJICHO AKTHBYBAaTH Ta JICaKTUBYBAaTH MOMIYJl 3axXUCTy, Takl SK
NepCOHATbHUN OpaHaMayep, 3aXUCT B PEXHMI PEabHOTO 4Yacy, 3aXHCT MOIMITOBOTO KIIIEHTA,



3aXUCT JOCTYNy 10 IHTepHEeTy, KOHTPOJb HPUCTPOiB, BEO-KOHTPOJb, AHTHUCIIAM HA OKPEMO
B3SITOMY KJII€HTI.

16. MoxMBICTh CTBOPIOBATM Ta pEAaryBaTH CTaTUYHI IPYNH Ta MOXIIMBICTH IMIIOPTY 3
Active Directory nepeBa KOMITIOTEPIB.

17. MoxxnMBiCTh HAJIAIITYBAHHSA ABTOMAaTUYHOTO PO3IOALTY KIIIEHTIB IO TUHAMIYHHUX TpyHax
3a GaraTbMa KpUTEPiSIMHU, 3 HACTYITHUM IPU3HAUYEHHSM BIIMOBIIHUX IMOJITUK O€3MEKH, a TaKOXK
3aIyCKOM HEOOX1/THUX 3aBIaHb.

18. MoxnuBICTh IMIIOPTY KOpHUCTyBauiB Ta rpyn 3 Active Directory, s moaaigbIIoro
BUKOPHUCTAHHS iX JIJIsl TIEPCOHAII3aIi] MPaBUI KOHTPOJIIO IPUCTPOIB Ta BEO-KOHTPOIIIO.

19. MOXIIMBICTh BHUKOPHCTOBYBATH $K BOyJOBaHI TakK 1 KOPHUCTYBaJbHHUIIbKI TOJITHKH,
NpU3HAYEHI JUISI TIOCTIMHOTO OOCIIyroByBaHHS KOH(IrypaliifHUX HaJlallTyBaHb aHTHUBIPYCHHX
MPOYKTIB. MOXIIMBICTB 3M1IMCHIOBATH €KCIIOPT/IMIIOPT MOJIITHK.

20. HasBHICTH TIaHENI MOHITOPHHTY, SKa HaJae BCIO HEOOXiNHY JeTalbHY 1H(OpMAII0
CTOCOBHO PiBHSI 3aXHUCTY Oe3neKu iHPPacTPyKTypH, CTaHy 3aXUIICHUX KIHIIEBUX TOYOK, a TAKOXK
CTaHy CaMOr0 cepBepa aAMiHICTPYBaHHS.

21. HasBuicte Onu3pko 100 mepeaBCcTaHOBICHUX IIAOJIOHIB  3BITIB, IO MOXYTh
BUKOPHCTOBYBATHUCS SIK /IS TIAHEN MOHITOPUHTY, TaK 1 Uit GOpMyBaHHS Pi3HOMaHITHUX 3BITiB.

22. MOXIHBICTh CTBOPIOBATH Ta peJaryBaTH MIA0JIOHU 3BITIB, SIKI BUKOPUCTOBYIOTHCS K
JUTS TIaHEJI MOHITOPHHTY, TaK 1 Juis popmyBaHHs 3BiTiB y opmarax PDF, CSV Ta mogansmoro
30epiraHHs 3a BKa3aHUM LUIIXOM a00 BIAMPAaBICHHS HA BKa3aHy €ICKTPOHHY IOIITY.

23. IlinTpuMKa iHCTPYMEHTOM BiJJIQJIEHOTO aIMiHICTpYyBaHHS HACTYMHHX 0a3 maHux: MS
SQL Server, MySQL.

24. MOXIHMBICTD €KCIIOPTYBATH XKypHAIH B Syslog mms moxansioi interpaii 3 SIEM

25. MOXIHBICTh HANAIITOBYBATH MapaMeTpH >KypHAJiB Ta 3BiTiB a00 BUOpaTH 3 OLIBII HIXK
50 maGIIoHIB JIs PI3HUX CUCTEM/KITIEHTIB.

26. MOXIHBICTh CTBOPIOBATH A3EPKAJIO OHOBIIEHB 32 JOIIOMOTOI) aHTUBIPYCHOTO MPOIYKTY,
CIEIIIBHOT YTHIIITH a00 TTPOKCi cepBepy.

27. MOXJIMBICTh CTBOPEHHS JI3€pKajia OHOBJIEHb Ha 0a3i croponHix HTTP-cepsepis.

28. BebO-opieHTOBaHMH iHTEpdEiic, TKUH a€ MOXIHUBICTh KEpyBaTH CepBEepOM depe3 Oynab
SAKUI Opay3ep LUIIXOM 3'€IHaHHS, 3aXHUILEHOr0 CepTH(IKATOM.

29. BukopucTaHHsl HE3aJIe)KHOTO areHTy, SKWH Ja€ MOXKIIMBICTh 3IIHCHIOBATH BilalicHe
yNpaBIIiHHS AHTUBIPYCHUM MPOJYKTOM Ha KIHIIEBUX TOYKaX, a TAKOX KOHTPOJIOBATHU PIBEHb
3aXHMCTY aHTUBIPYCHOTO 3aXUCTy Ha pOOOYMX CTaHIIISAX, TA CTAH ONMEPAIIfHOI CHCTEMH.

30. MOXIUBICTh BIJCNIJIKOBYBAaTH BCE BCTaHOBIEHE Ha pobOouiii cranmii [13, a Takox
BUIaIsATH BeTaHoBleHe 13 3a BuGopom.

31. JlonaTKoBHI KOMIIOHEHT, 1110 J103BOJISIE KEPYBATH aHTUBIPYCHUM 3aXUCTOM Ha MOOUIBHUX
MPUCTPOSIX

32. CrenianbHUl KOMIIOHEHT, SIKUM 371IICHIOE BUSBICHHS B MEPEXi HE3aXHUIICHUX POOOUHMX
CTaHIIN JJIS TOAAJIBIIOTO PO3TOPTAHHS AaHTUBIPYCHOTO 3aXHCTY.

33. 3axucT 3'elHaHb MK KOMIIOHEHTaMHU CepBepa 3a JJOMOMOTI'0I0 SIK CAMOCTIIHO BUITYIIEHUX
cepTu(dikaTiB, TaK 1 ICHYIOUMX HasBHUX CEPTH(IKATIB.

34. THCTpyMEHT JUIsl KepyBaHHs CTaHOM JIileH31 (HaBiTh 0e3 BHMKOPHCTaHHS cepBepa
aJMIHICTpyBaHHS.

35. MOXIUBICTh J€aKTHBYBATH JIIIEH31I0 AHTUBIPYCHHX IHPOJYKTIB HaBIiTh Ha POOOYMX
CTaHIIIA 10 SIKUX HeMae (i3UIHOT0 a00 BIAAICHOTO JTOCTYITY

36. MOXITUBICTh BCTAaHOBJICHHS cepBepy aamiHicTpyBanHsa Ha OC Windows Ta Linux

37.TlocTauaHHst cepBepa aJAMIHICTPYBaHHS y PO3TOPHYTOMY BHUTJISIAI, TOTOBOMY JUIS
BUKOPHCTaHHS y TaKUX BIpTyalbHUX cepenoBumiax, sk Microsoft Hyper-V, Oracle VirtualBox,
VMware (ESXi/vSphere/Player/Workstation).

38.IlinTpuMka cucreM Bipryamizamii Takux sk VMware Horizon 8.x a6o Citrix
XenCenter/XenServer 8+

39. MOXITUBICTh BU3HAYATH, SIKa BIpTyajbHa MalldHa Oyze JKepesoM JUlsl KOMitoBaHHsS abo
KJIOHYBaHH# y cuctemax VDI

40. HasiBHICTP MalicTpa HaJAaIITYBAaHHS JUIi BHU3HAYCHHS JACTAIbHUX MapamerpiB i
iHTerparii 3 cuctemamu VDI



41. MOXIUBICTh O0MpaTH BapiaHTH OOpPOOKHM 1AEHTH(IKATOPIB KIOHOBAHUX KOMII IOTEPIB,
TaKi SK 31CTaBJISTHHSA 3 HASIBHUMH KOMIT FOTEpaM# a00 CTBOPEHHSI HOBUX KOMIT FOTEPIB.

42. MOXITUBICTh BU3HAYaTH HapameTpH malnoHy iMeHyBaHHS VDI 111 MUTTEBHX KIIOHIB
a00 KaTajoriB MalluH.

43. HasiBHICTh MEpEABCTAHOBICHUX MIA0JIIOHIB B CHCTEMI CIIOBILICHB I iHPOPMYBAHHS TIPO
HEKOPEKTHY I1HAEHTHU(]IKAIIF0 KIOHOBAaHWX MAalIWH, IO Ja€ MOXKJIMBICTh CIHOBIIIATH IIPO
HEKOPEKTHO HAJIAIITOBAHY 1HTErpaiiro ¢ cuctemamu VDI

44, HasBHICTP aBTOMATHYHOT'O OHOBJICHHS areHTy YIpaBJIiHHA, IO J1a€ MOXJIMBICTH 0e€3
BTPY4YaHHS aMiHICTPaTOpiB BUKOPUCTOBYBATH aKTyaJbHi BEPCii.

45. HasiBHICTh MEXaHi3My pO3IMOJiy aBTOMAaTHUYHOTO IPOIIECY OHOBJICHHS, IO JIO3BOJISE
3HU3UTH HABAHTAXCHHS Ha MEPEKY Ta KOMIT'IOTEPH B LILJIOMY.

46. MoXHMBICTh BCTAHOBJICHHS areHTy ynpasiaiHHs Ha ARM64 npouecopax.

47. HasiBHiCTh (DYHKIIOHATY CTBOPEHHS IUIOMIAJOK BIAMOBIAHO 10 (imiid KOMIaHii, 10
JI03BOJIsIE HA3HAYUTH NIEBHY YaCTHHY JIIECH311 OKpeMHUM (iTisiM.

48. HasiBHicTh  ()yHKIIOHAJly BHM3HAYCHHA aJMiHICTpaTropa IUIOm@Aku abo ¢umi 3
BIJIITOBITHOKO YaCTUHOKO JIIIEH3I].

Bumozu 0o 3axucmy Kinyeeux mouox

1. ABromaTuuHe BU3HAYEHHS poJieil cepBepa JUlsl CTBOPIOBAaHHS aBTOMAaTUYHHUX BUKIHOYEHb
it cnenudivHux (ainiB, Mamnok, mporpaM, M0 J03BOJISE€ MiHIMI3yBaTH BIUIMB Ha POOOTY
CEpBEPHOI omepariiHoi CHCTEMHU.

2. Hanannsa 3axucry Bin: BipyciB, TpossHCbKOrO 113, pexnamuoro I13, ¢immary, a Takox
mmuryscskoro I13.

3. Hamanns 3axucty Bif mkigmueoro [13 - meBHOro MKiIUTMBOTO KOMY, SKUI JOAETHCS Ha
noyaTtok abo KiHeIs KOAy HasBHHX (ainiB Ha koM torepi. BusiBnenns wmkigmusoro I[13
MOBUHHO 3JIHCHIOBAaTHCS SIIPOM BHSIBICHHS B TOE€JHAHHI 3 KOMIIOHEHTOM MAIIUHHOTO
HaBYaHHS.

4. HagaHHs 3aXMCTy BiJl IOTEHLIHHO HeOa)XaHMX MpOrpaMm, SKUX HE MOKHA OJHO3HAYHO
BigHecTH 1o mmKianuBoro [13 3a aHanoriero 3 TakuMu O€3yMOBHO HIKIUIMBUMH MPOTpaMaMu, K
Bipycu ab0 TpOsSHU, aje II MNporpaMH MOXYTh I1HCTaJlOBaTH JoJaTKoBe HeOaxane 13,
3MIHIOBAaTH HAaJaIITYBaHHS CHUCTEMM, a TaKOXX BHKOHYBAaTH HEOUiKyBaHi 1ii abo 1ii, He
HIATBEPKEH1 KOPUCTYBAYEM.

5. HajmanHs 3axucTy BiJ MOTEHLINHO HeOe3meuHuX mporpaMm - pizHomadiTHoro II3, mio
MOYKE€ BHKOPHCTOBYBATHUCS JUIsI 3JIOBMHCHHUX IIUJIEH, TaKMX SK HECAHKI[IOHOBAaHWHU BiJaleHUI
JIOCTYTI, BUKPaJIeHHs a00 371aM MapoJIiB, KJIaBlaTypHI LIMUTYHH TOILO.

6. Haganas 3axmcTy BiI TiHO3pUTMX mTporpaMm — TMporpam, SKi CTUCHYTI THMH
naKyBaJbHUKaMHU a00 MPOTEKTOPAMH, L0 YAaCTO BHUKOPHCTOBYIOThH 3JIOBMHUCHUKH 3a JUIS TOTO,
11100 3an00IrTH BUSIBJICHHIO LIKIJJIMBOTO MTPOrPaMHOT0 3a0€31EUEHHS.

7. HaganHsa 3axucty Biil HeOe3NEYHMX MPOrpaM PYTKITIB, SKI HAJAIOTh 3JIOBMHUCHHMKAM 3
[HTEepHETY HEOOMEXKEHUH MOCTYI IO CHCTEMH, BOJHOYAC NMPUXOBYIOYM CBOIO TPUCYTHICTH B
oTepariiHiii cucTemi.

8. MOXJIHBICTB /ISl PI3HUX KaTEropiil 3arpo3 HANAIITOBYBATH OKPEMi PiBHI pearyBaHHS SK
JUTSI 3aXUCTY, TaK 1 JJIs 3BITYBaHHS.

9. MOXHBICTh pOOUTH BUKITIOUCHHS 31 CKAaHYBaHHSI TIEBHUX (aiiiIiB, SIKi HE € IIKIUTMBUMH,
ajJle CKaHyBaHHS SKUX MOXKE CIPUYMHUTH BIIXWJIEHHS B poOoTi abo BIJIMBAaTH Ha
POJYKTHBHICTH CHCTEMHU.

10. MOoKIHBICTh CTBOPIOBATH BHKJIIOYEHHS JUISL 3aralbHOCHCTEMHHMX MpOIECIB 3
METOIO MOKPAIIUTH MBHIKICTE POOOTH CHCTEMHHX CIIYO Ta MIHIMI3yBaTu BTpY4YaHHS B IIPOIIEC
po6otu OC.

11. Mo>XIHMBICTh 3A1MCHIOBATH MEPEBIPKY 3aBaHTAKYBAJIIbHUX CEKTOPIB Ha HasBHICTb
BIPYCiB y TOJIOBHOMY 3aBaHTa)XyBaJIbHOMY 3alHuci, B ToMy uncii y intepdeiici UEFIL.

12. 3abe3nedyeHHsT aHTUBIPYCHOTO 3aXUCTY B PEKUMI PEATbHOTO Yacy.

13. BukopucTaHHs €BpUCTUYHUX TEXHOJIOTIHM BJIACHOI pO3pPOOKH ITiJ] 4aC CKaHyBaHHS.

14. AHTHBIpYCHE CKaHyBaHHS 3a BHMOTOI0 KOpPHCTyBada abo aJMiHICTpaTtopa Ta

3rigHo rpadiky.



15. Monaynp 3aXMCTy JOKYMEHTIB, IO A€ MOXJIHMBICTh MEPEBIPATH MaKpPOCH
Microsoft Office Ha HassBHICTH 3IOBMHCHOTO KOJTY.

16. MoxnuBicTs ckaHyBaHH (paiiiiB mix gac 3amycky OC.

17. MosxnuBicTh ckanyBaHHSI WMI Ta CHCTEMHOTO peecTpy, YCiX pO3IiIiB Ta
MiAPO3IUTIB, 10 3a0e3ledye 3axXUCT BiJ WIKIJTUBOTO MPOrPaMHOTO KOAY Ta 3JOBMHUCHUX
MIOCHUJIaHb, SIKi TIOMIMPIOIOTHCS Y BUIJISA TaHUX.

18. HasBHicTh BOYIOBaHOTO 1HCTPYMEHTA, 110 00'€HYE B COO1 JEKiIbKa YTHIIT AJIS
OYMIIICHHS 3aJIMIIKIB CKJIATHUX CTIMKUX 3arpo3, Takux sk Conficker, Sirefef, Necurs Ta iH.

19. CkaHyBaHHS KOMI'IOTEpa Y HEAKTUBHOMY CTaHi.

20. MOXIIMBICTh BH3HAYCHHS JCTAIBHHX IapaMeTpiB  poOOTH aHTHBIPYCHOTO

CKaHepa, TaKUX SK: BU3HAYCHHsI 00 €KTIB Ta METOIB CKaHYBaHHsS, MOXKJIMBICTb BCTAHOBIICHHS
MaKCHMAaJIbHOTO pO3MIpy Ta 4acy CKaHyBaHHS (aiiry, MaKCUMaIbHY TJIMOMHY BKIIAJICHHS apXiBY
Ta CTBOPEHHS BUKJIIOYCHD.

21. Bukopucranns 64-0iToBoro sjpa i CKaHYBaHHS, [0 3MEHIIYE HaBaHTa)KCHHS
Ha CUCTEMY Ta J03BOJIA€ 3pOOUTH HAWIIBHUAII Ta Hae()EeKTUBHIIII CKaHYBaHHS
22. MOXJIMBICTh BUKOPUCTaHHS TEXHOJOTIA MAIIMHHOTO HaBYaHHS I OUIBII

MOTTMOJICHOT0 aHaJi3y KOJYy 3 METOH BHSIBJICHHS 3JIOBMHCHOI MOBEIIHKH Ta XapaKTEPHUCTHK
3JI0BMHCHOT'O TIPOTPaMHOTO 3a0€3MeUCHHSI.

23. Monynb 3aXUCTY BiJ €KCIUIOHTIB sIKMI 3a0e3redye 3axHCT BiJ 3arpo3 3IaTHHUX
BUKOPHCTOBYBATH YPa3JIMBOCTI piI3HOMaHITHUX JI0JIaTKiB, Takux sik Java, Flash Toio.

24, Moy, SKUi TTHOOKO aHaJI3ye 3allylIeH] MPOLecH Ta iX AisIbHICTD B (hailiioBiit
cucTemi, o 3abe3neuye J0JaTKOBUI PiBEHb 3aXUCTY BiJ Mporpam-Bumaradis (Ransomware).

25. Monynbs CKaHyBaHHsI ONEPAaTHBHOI IMaM'siTi, KU 3aTeH BiJICTEKyBaTH poOOTY
MiJO3pIINX 3aMyIIeHUX TMPOIECciB, L0 JO3BOJISE 3amoOIrTH 3apa)KCHHIO HAaBiTh PETENIbHO
3amu(POBAHUMHE Ta TIPUXOBAHUMH 3aTrPO3aMH.

26. HasiBHicTh cuctemu BusiBneHHs BroprHeHb (HIPS), mio cmigkye 3a 3amyckom
porpaM Ta 3MiHaMH B CHCTEMHOMY PEECTpi Ta 3aXHWIIa€ KOMIT FOTEp BiJl IIKI[UIMBUX MPOTpaM i
HeOaKaHOT aKTUBHOCTI.

27. MoxJHMBICTH CTBOPIOBATH BJIACHI MpaBUja JJIsi KOHTPOJIIO 3aIyIIEHUX MPOIECIB,
BUKOHYBaHHX (ailsliB Ta pO3JILTIB peecTpy.

28. JonatkoBa nepeBipka 3amynieHuX MpoIeciB y XMapHOMY peryTaIiiiHoOMy CepBici.

29. MoxuBicTh 1HTErpaii 3axucTy poOOYMX CTaHIIM Ta cepBepiB 3 XMapHOIO

MICOYHUICI0 (MIPU  HASBHOCTI JIOAATKOBO1 JIiIeH31i), 0e3 HeoOXiJHOCTI BCTAHOBJICHHS
JIOJJAaTKOBUX NMPOrPaMHHX MPOJYKTIB.

30. ABTOMaTHYHAa aHTUBIPYCHA MEepeBIpKa 3MIHHUX HOCIIB.

31. HasBHICTD 1HCTpYMEHTY, SIKMH 3MOYe 3JIHCHIOBAaTH KOHTPOJb MiJAKIIOYEHHS 10
po0ouoi cTaHIlll 3MIHHUX HOCI{B IIJISXOM CTBOPEHHS MpaBUJI JOCTYIy, a caMme: OJOKYBaHHS,
JI03B1JI, TUTbKM YNTaHHS, YUTAHHS Ta 3aIlUC, MOMEePeKEHHS.

32. MoxIHBICTh  3AIMCHIOBATH KOHTPOJb TMIAKIIOYEHHS JO pPoOodoi craHIii
30BHIIIHIX MPUCTPOIB 32 TUIIOM MPUCTPOIO, 328 BUPOOHUKOM, MOJIEIIIIO a00 CepifHUM HOMEPOM
MPUCTPOIO.

33. MonUBICTh CTBOPIOBaTH TPYNH JO3BOJEHUX ab0 3a00pOHEHUX 30BHIMIHIX
IIPUCTPOIB.

34. MoknuBicTh 3a00pOHATH a00 TO3BOJATH MiAKIIOYEHHS 30BHIIIHIX MPUCTPOIB SIK
JUISL BCIX, TaK 1 7151 OKpeMuX KopucTyBadiB abo rpyn Windows abo 1omeHy.

35. MonuBicTh 3a/aBaTH 4YacoBl I1HTEpBAIM, IO JIO3BOJISIE OUIBII THYYKO
HAJIAIITOBYBATH MPaBHJIa KOHTPOJIIO MPHCTPOIB.

36. 3abe3neueHHs] JOJJaTKOBOTO PIBHS 3aXMCTy MOIITOBOro Tpadiky Ha poOodiii

CTaHIIl HUIIXOM IHTErparii 10 MOIITOBOIO KIIEHTY, 3 MOxuBicTIO nepesipku POP3, POP3S,
SMTP, IMAP ta IMAPS Ta nepeBipkd MNOIITOBUX BKJIaJeHb, ocobmmBo Ha Tux [IK, mio
TUMYACOBO a00 TOCTIIHO 3HAXOIATHCS 32 MEKaMHU KOPIIOPATUBHOI MEPEXKI.

37. Mo>NHBICTh aBTOMAaTHYHO BUAAIATH a00 MEpeMilllyBaTH 3apa’keHy IOIITY JI0
BKA3aHOT'O KaTAJIOTy y MOIITOBOMY KITI€HTI.
38. HasBHicTh MOmyns 3axuCTy BiJ ClaMy BIAacHOI pO3POOKH 3 MOXIIUBICTIO

IHTerparii 10 MOMTOBOTO KIIEHTY, IO 3a0e3nedye MOAATKOBUN PIBEHb 3aXHCTY Bija cIlamy,



ocobnuBo Ha Tux IIK, mo TuM4acoBo abo0 MOCTIMHO 3HAXOMATHCS 3a MEKaMH KOPIIOPATHBHOT
Mepexi.

39. MonuBiCTh BHKOPHCTOBYBAaTHM OuTl Ta 4YOpHI CIUCKM CllaM-aJipecaTiB sK
KOPUCTYBJIBHUIbKI (THYYKa TMepCOHATI3allisl 1HTEJICKTyaJdbHOTO CIIaM-MOJYJ0), TaK 1
rio0anbHi, iHpopMaLlis A0 SIKUX HAAXOJUTh 3 CEpPBEPIB OHOBJICHH.

40. 3abe3nedyeHHs T0AaTKOBOTO PiBHS 3aXUCTY IHTEpHET-TpadiKy MIISAXOM MEepPEBIPKH
HTTP, HTTPS Tpadiky, mo nae MOXKIUBICTh HE TUIbKH OJOKYBaTH (ailiu, 0 NepeaaroTbes
[IMMH MPOTOKOJIAMH, a i OJIOKYBAaTH aIpeCy TaKMX HEOE3MEYHUX PeCypciB, K (IIIMHTOBI CalTH,
cepepu 6otHeTiB, komaHHI (C&C) cepBepu APT, a Takox cepBepH, IO PO3MOBCIOIKYIOTH
3arpo3u KJIacy «ransomware.

41. MOoHBICTh CTBOPEHHS CHUCKIB 3a0JIOKOBAaHMX, JJO3BOJCHUX a00 BHKIIOYCHHX 3
nepeBipku URL-anpec.
42. MoxnuBicTe OJOKYyBaTH 3aBaHTaXEHHA 3 IHTepHeTy (aimiB 3a BKazaHUM

po3mmpeHHsaM, ocobnrBo Ha Tux [IK, mo TumuacoBo abo MOCTIHHO 3HAXOAATHCS 3a MEXaAMH
KOPITIOPATHBHOT MEPEXKi.

43. MoIuBICT TIepeBipkH MpoTokosny SSL sk B aBTOMarMyHOMYy, TaK 1 B
IHTEepaKTUBHOMY PEKHMAX.

44, [TepeBipka mificHOCTI Ta 1iTicHOCTI cepTudikariB SSL-Tpadiky.

45. MonuBiCTh KepyBaTH CHUCKaMH JOBipeHUX cepTu(dikaTiB Ta cepTUdiKaTiB

BUKIIIOUEHUX 3 TEPEBIPKH, a TaKOK MOXKJIUBICT, BHOOpY il mMpu BHU3HAUEHHI cepTUdikara
HE/IIF0YUM, HEBU3HAYEHUM 200 TIOLIKOHKCHUM .

46. HasiBHICTH 10JaTKOBOTO MOJIYIS, SIKMW Ja€ MOMIJIMBICTH 3allycKaTu Opaysepu y
3aXUIICHOMY PEKUMi 3 METOI0 OJIOKYBaHHs cripo0O BTpydYaHHs B 00JacTh mam'sti Opaysepa Ta
BMICTY HOro BIKOH, a TaKOX JOJATKOBOTO 3aXHCTy KPUTHUHUX IHTEPHET 3 €JHAHb TaKHX SK
IHTepHET-TUIATEeX] Ta IHTEpPHET-0aHKIHT TOLIO.

47, MOJIMBICTh CTBOPEHHS BUKJIIOYEHD 3 MEPEBIPKU Tpadiky i OKpEMUX Mporpam
ta okpemux [P-o06'exriB (IP-agpecis, nianazonis IP-anpecis, miamepex).

48. HasiBHicTh mepcoHanbHOrO OpaHamayepa Ajs 3[1HCHEHHS MepekeBoi (iabTpartii
Ta 3aXUCTY SIK BiJl 30BHIIIHIX, TaK 1 JIOKATbHUX MEPEKEBUX aTaK.

49. HasBHicTh y mepcoHalbHOMY OpaHIMayepy IHTEpaKTUBHOIO PEKUMY, IO HaJae€
JeTanbHy 1H(POPMAIII0 TTPO HOBE HEBIIOME MEpEXKeBe 3'€THAHHS Ta A€ MOKIIUBICTh HE TUIBKU
crBoptoBati Ha [IK HOBe mpaBmiio MepekeBoi (inbTpawii Ui BUSBICHOro 3'€JHAHHA, a U
BKa3yBaTH JIeTaJbHI HATAIITYBAaHHS I HBOTO.

50. HasBHicTh y mnepcoHanbHOMY OpaHaMayepy peXuMy HaBUaHHs, IO Ja€
MOJKJIMBICTh aJMIHICTPATOPY BIIJAJIEHO HAJAIlITOBYBATHU JO3BUIbHI IpaBHUJIA JUISI MEPEKEBUX
OJATKIB Ta 00JIaJHAHHA.

ol. HasiBHiCTh penakTopa mpaBuil, HIO Ja€ MOXIIMBICTb HE TUIBKM peAaryBaTH
CTBOpPEHI NpaBuJia, a i KepyBaTu BOYJOBaHUMH MpaBUWIAMH, SIKUX JOCTaTHbO JJISi EPBUHHOTO
PETENBHOTO 3aXHUCTY BiJl HECAHKIIOHOBAHMUX MEPEKEBUX 3'€THAHBb Ta JIOKAIBHUX MEPEKEBUX
aTakK.

52. MOoXJIHMBICT CTBOPIOBATH MpaBHJIa MepekeBoi (iIbTpawii sl KOHKPETHUX
Iporpam i CepBicCiB.
53. MOo>JIMBICTh CTBOPIOBATH JUISl IEPCOHATILHOTO OpaHaMayepy pi3Hi npodidl , sKi

MOXYTh aBTOMAaTHUYHO MEPEKITIOYaTHCS, B 3AJIEKHOCTI Bl TOTO, IO SKOI MEpEexXi MiAKIIOUYEHO
KOMIT'FOTEP.

54. MonuBiCTh BHKOPHCTOBYBAaTH y MEPCOHAIBHOMY OpaHaMayepi T0JaTKOBY
aBTCHTHU(]IKAIII0O MEpexi 3 METOI 3amo0iraHHsS HecaHKI[loHOBaHOTO miakmoueHHs [IK mo
HEBiIOMHUX HEOE3MEUHUX MEPEK.

55. HasBHicTs pomaTkoBoro (yHKIIOHATY TIEPCOHAIBHOTO OpaHaMayepy, o
JI03BOJISIE TIEPETIIsIaTH BCIO JeTalbHy 1H(QOpPMAIIiIO MO BCiX HasIBHUX MEPEkKEBHUX 3'€IHAHHIX, a
TAKOX IMOTEPEeKATH KOPUCTYBAYa MPO i IKIFUSHHS 0 He3axuIeHoi mepexi Wi-Fi.

56. MOXIUBICTh HANAIITYBAaHHS JIOJAATKOBHX IapamMeTpiB  MOJIYIsS CUCTEMH
BUsiBIICHHST BTOprHeHb (IDS) 3 MeTor0 BUSBICHHS PI3HUX THIIIB MOMJIMBHUX MEPEKEBUX aTak Ha
KOMIT FOTEp.

57. MO>KITUBICTh BUKOPUCTAHHS TEXHOJIOTII, sika 3a0e3meduye 3aXUCT BiJ] 3arp03 THITY

"ooTHeT"



58. 3axuCT Bpa3IMBOCTEH MEPEKEBOTr0 MPOTOKOIY, IO MOKPAIIy€e BUSBICHHS 3arpo3,
SIK1 BUKOPHUCTOBYIOTh HEJIOJIIKH MEPEKEBUX MPOTOKOJIIB, Takux sk SMB, RPC, RDP i T.1.

59. HasiBHiCTH ympOBa[KEHUX METOMIB BHUSBICHHS pPI3HOMAHITHHX arak, Mo
HAMararoThbCsi BUKOPHUCTOBYBATH BPA3JIMBOCTI IMPOTPaMHOTO 3a0€3MEUYCHHs Ta HaJaHHS
JOKJIaAHImoi iHpopmanii po inentudikatopu CVE

60. MosknusicTs nieperisaaty Ha [IK aBromaTuyHO 320710KOBaHI MEPEKEBI 3'€ THAHHS
Ta, 38 HEOOX1THICTIO, TAMYACOBO JIO3BOJISTH KOHKPETHI Oe3MeuHi MepexkKeBi 3'€ JTHaHHS.
61. HasBHiCTh ToAaTKOBOTO (YHKIIIOHATY IMEPCOHAIBHOTO OpaHaMayepy, IO Jae

MouBicTh Teperisagat Ha [IK mepenik 3abnokoBanux IP-anpec, Hamae iHdopmariito mpo
NPUYHHU TOTPAIUISIHHS 0 YOPHOTO CHHCKY, Ta JO3BOJISIE 3pOOUTH BUKITFOUEHHS TSI KOHKPETHHX
Oe3neyHux ajapec.

62. HasBHicTh n0maTkoBOro (yHKIIOHANY TIEPCOHAILHOTO OpaHaMayepy, SKdUd
3/aTeH BUSBJATU Ti 3MIHM B MEPEXEBHX MpOrpaMax, IO CHPUYMHUIM HOBI HECAHKIIIOHOBaHi
MEpEeXKEeBi 3'€THAHHS.

63. QinpTparis iHTepHET-TpadiKy.

64. HasBHicTh MOAY/s1 BEO-KOHTPOJIIO, IO A€ MOXKJIUBICTH OOMEXYBATH JOCTYI 0
NEBHUX KaTeropiil caifTiB.

65. 27 kareropiit ¢inbTparii iHTepHET-Tpadiky, B SKUX po3noAaiieHi Ouibm Hix 100
HiAKaTeropiii, a TAKOXXK MOYKJIMBICTh CTBOPIOBATH TPYIH 3 KATETOPIii Ta IMiIKaTeT OPil.

66. Mo>IHBICTh CTBOpIOBATH NpaBuia (inbTpamii iHTepHET-Tpadiky AJs pi3HUX
kopuctyBauis Ta rpyn OC Windows abo 1omeny.

67. MoXIMBICTh 3a/JaBaTh 4YacoBl 1HTEpBalM, WO JO3BOJSE OUIBII THYYKO
HAJIAIITOBYBATH MpaBmiia BeO-pinbTparii.

68. PernamenTtHe oHOBIIEHHS BipycHUX 0a3 He MeHIe 24 pa3iB 3a 100y.

69. OTpuMaHHS OHOBJICHHS KII€HTIB 3 JIOKQJIBHOTO CXOBHINA HAa CepBepi, MIO

JO3BOJIAE€ MiJTPUMYBAaTH aKTYyalbHICTh AHTHUBIPYCHOTO 3aXHMCTy B 3aKPUTHX 130JbOBaHHX
Mepekax, o He MAOTh IOCTYITY 10 Mepexi [HTepHerT.

70. MOXJIHMBICT, CTBOPEHHS [3€pKajia OHOBJICHb Ha 0a3l pilleHb IS 3aXUCTy
KIHI[EBUX TOYOK.

71. MoOXIUBICT OTPUMYBATH OHOBJICHHS BIpyCHUX 0a3 3 pe3epBHUX JKEpe, SKILIO
OCHOBHE JKEPEJIO OHOBJICHHS Oy/1e HeJIOCSKHE.

72. MoOXIUBICTh U1l OPTATUBHUX KOMIT'IOTEPIB OTPUMYBAaTH OHOBJIEHHS 3 CEpBEPIB
BUPOOHUKA OH-JIaiH, y pa3l nepeOyBaHHS M03a KOPIOPATUBHOIO MEPEXKEIO.

73. BinkaT OHOBJEHb 3 MOXJIUBICTIO IOBEpHYTHCS JO TOMNEpeaHiX Bepciil 06a3

BIPYCHUX CUTHATYp 1 MOJIyJIIB OHOBJIEHHS, Ta MOXJIMBICTIO TUMYACOBO MPU3YIIUHUTH OHOBJICHHS
a00 BCTAHOBIIIOBATH HOBI BPYUHY.

74. MOXIUBICTE OHOBJIEHHS Yy PEXKHMI OTPUMAHHS pEryJISpPHUX, TECTOBUX Ta
BIJIKJIaJICHUX OHOBJICHb.

75. [HCTpyMEHTH MOHITOPHUHTIY, OLIIHKU CTaHy O€3MeKH Ta pearyBaHHS:

76. HasBHICTh MeXaHI3My KOHTPOJIIO 32 CTAaHOM O€3MEKM Ta aKTyalbHICTIO OHOBJICHb
OC.

77. HasBHICTb 1HCTpYMEHTY JJsl JIarHOCTUKU CHUCTEMHM, SIKUM Ma€ MOXIIMBICTh

CTBOPIOBAaTH 3HIMKH CTaHy OIEpalliifHOl CHCTEeMH IS TOAAJBIIOTO0 TIMOOKO aHami3y
PI3HOMaHITHUX acIeKTiB poOOTH oOmepamiiHOl CHUCTEMH, BKIIOYAIOYM 3aIlyLIEH1 IPOLECH,
KOHTEHT peecTpy, iHcTanboBaHe 113, mepexeBi 3'eqHaHHS.

78. MoXnuBIiCTP BHU3HAUEHHS PIBHA KPUTHYHOCTI (HEOE3NMEYHUH, HEeBiIOMMIA,
MaJIoBIIOMH, Oe3MeyHuil) 3HaueHb PI3HOMaHITHUX MapaMeTpiB ONepaliiiHol CUCTEMH, 3 METOIO
BUSIBJICHHSI HECAHKIIIOHOBAaHMX Ta HEOE3MEYHMX 3MiH y OmepalliifHiii cucremi.

79. MOXJIMBICTh MOPIBHIOBATH Pi3HI 3HIMKHM CTaHy CHUCTEMH 3 METOIO0 BHSBIICHHS
3MiH, AKi BiIOyJIMCh B CUCTEMI 32 BU3HAYCHHIA Yac.
80. MOXIIUBICTh CTBOPIOBATH Ta BiJNAJIEHO BUKOHYBATH CKPHIITH, IO JAaCTh 3MOTY

Ha BigmaneHomy IIK 3ynmuHATH 3amylieHi Opolecd Ta CIyKOM, BUAAIATH TUIKH PEECTPY,
0JIOKYBaTH MEPEKEBi 3'€ THAHHSI.

81. JlokanbHe 30epiraHHs )KypHaliB Ha pOOOYUX CTAHIIISIX.

82. HasBHicT, TIaHyBaJIbHWKA 3aBAaHb, SIKUA JacTh MOJMJIMBICTh CTBOPIOBATH
3arjIaHOBaHi 3aBIaHHs, Cepell AKHMX: 3allyCK 30BHIIIHBOI MPOrpamu, mnepeBipka ¢ailyiiB mig yac



3aIyCKy CHCTEMH, CTBOPEHHS 3HIMKA CTaHy CHCTEMH, IEpeBipKa KOMII IOTepa, OHOBIICHHS
BipycHHUX 0a3 Ta MOJYJIIB IIPOTPAMH.

83. MoxnuBicTh  IUIAHYBAaHHS  3aBJaHb, SKI  3allyCKaTUMYThCS  OJHOPA30BO,
HepioMYHO, a TAKOK 32 YMOBH BUHHKHEHHSI KOHKPETHUX TOIIH.

84. MOoHBICTh CTBOPEHHS Y IUIAHYBAIBHUKY JIEKIIBKOX OJHOTHIIHUX 3aBJaHb 3
PI3HOIO MEPIOUYHICTIO 00 PI3HUMHU YMOBAaMH 3aITyCKY.

85. MoHBIiCTh CTBOPEHHS 3aBaHTaXKyBaJbHOTO NUCKY sk Ha CD-, tak 1 na USB-
HOCISIX 3 BCTAHOBJICHUM aHTHUBIPYCHUM IIPOAYKTOM.

86. MouBiCTh 3aXHCTy TapojieM IapaMmeTpiB pIMIEHHS A 3aXHUCTy KIHIIEBOI
TOYKH.

87. HasBHiCTp peXuMy TNepeBH3HAUCHHS IOJITHKH, IO /A€ CUCTEMHOMY

aJMIHICTpaTOPy THMYACOBY MOXKJIMBICTH 3MiHIOBaTH Ha [IK Ti HasamTyBaHHS aHTHUBIPYCHOTO
[13, mo mnpu3HAYarOTHCS MOJITUKOI, Ta HEMOCSDKHI JJIA peJaryBaHHS, 3 METOK THYYKOTO
HaJamTyBaHHs aHTUBIpycHOTO [13 y crienudiyHOMY cepeTOBHIII.

88. I'padiunuii inTepdeiic, cyMiCHUN 13 CEHCOPHHM EKPAaHOM BHCOKOI PO3ILIBHOL
3aTHOCTI.

89. MoKIHBiCTh THYYKO HAJAIITOBYBATH CHOBIIECHHS Ta MOBIJOMJICHHS IIPO MO/I{ Ha
poOoUOMy CTOJII KOpUCTYBaya.

90. MOKITUBICTh BIJIaJICHOTO BCTAHOBJICHHS Ha KIIIEHTCHKY POOOYY CTaHITIIO

91. MoxnuBicTe mnpeaBcraHoBieHHs Ha okpemux [IK abo y o6pasi VDI 3a

JIOTIOMOTOI0 KOMIUIEKCHOTO 1HCTAJISATOPY, MO JacTh MOXKIUBICTH 3'€IHYBATHUCh 3 CEPBEPOM
yIpaBIiHHS 0JIpa3y Micis MAKIIOUEHHS A0 Mepexi abo 3amycky y cepenoBuiii VDL

92. MOKITUBICTh JTO3BOJIUTH OHOBJICHHS KOMIIOHCHTIB B @aBTOMATHYHOMY PEXKHMI, 1110
JTa€ MOXJIMBICTh 3aBAaHTAXKUTHU Ta 1HCTAIIOBATH KOMIIOHEHTH O€3 BTpy4YaHHS aJMiHicTpaTopa abo
KOPHCTYBava.

93. MO>XJIMBICT OHOBJICHHSI KOMIIOHEHTIB B PYYHOMY PEXHMIi, 10 Ja€ MOXKIHUBICTh
OHOBJICHHS] KOMITOHEHTIB Ha HEKEPOBAHUX pOOOUNX CTAHIIISX.

94, MOXIIHBICTH OHOBJICHHS TIEAKUX KOMIIOHEHTIB oe3 HeoOXiIHOCTI
nepe3aBaHTa)KEHHS JJI TOYaTKy (PYHKIIIOHYBaHHS.

95. [TinTpuMka poGOTH mporpaM, IO MPALIOIOTh B NOBHOEKPAHHOMY PEXHMI, 3
MO>KJIUBICTIO TIPUXOBATH BC1 MOBIAOMJIEHHS Bi aHTUBIpycHOTO [13.

96. VY aHTHUBIpYCHOMY IHpOJIYKTI MOBHHHI BUKOPUCTOBYBATHCS HE 3all03MYEHi, a

BJIACHI TE€XHOJIOTI4YHI PO3pOOKH ISl e(EeKTUBHOI pOOOTH YCIX OCHOBHHUX MOAYJIB Ta CEpPBICIB.
Hanpuknan: siipo BUSBIEHHS, 110 MICTUTh O€311i4 aKTyaJlbHUX METOJIB BUSBICHHS, XMapHUH
penyTaniiHUN CepBIC Ta CUCTEMA CBOEYACHOTO BHSBIIEHHS, TEXHOJIOTIS, L0 3MEHILIYE Yac
CKaHyBaHHS Ta HaBaHTaxeHHS Ha OC, iHTeNleKTyaJbHE SAPO AHTHUCIAMY, TEXHOJIOTis MJIs
3MEHILIEHHS! BUKOPUCTAHHS PECYPCIB BIPTYyaJIbHOTO CEPEAOBHUILIA.

97. MoOXJIUBICTh KPIM OCHOBHOI'O BKa3aTH PE3EPBHI CEPBEPU aAMIHICTPYBaHHS.
98. HasiBHICTH IHCTPYMEHTY BiJIJAJIEHOTO YIIPABIIIHHS.
99. Huspke cnoxxuBanHs pecypciB [IK akTyanbHUMH aHTHBIPYCHUMH HPOAYKTaMH

(cykynmHO ycima mpoliecamu: rpaiuHuil iHTepdeiic, mpoiec KOMIUIEKCHOTO 3aXUCTy, CIyx0a
BignaneHoro aaminictpyBanns): 50-100 Mb omeparuBHOi mam'siti, 2-35 % IeHTpaibHOTO
IPOIIECOpY.

100. HasBHicTh 0araroMOBHOTO iHCTANATOpA, SIKUM MICTUTH B €00l B TOMY YHCIi
YKpPalHCBKY MOBY.
101. [Tintpumka OC: Microsoft Windows 7 (SP1); Microsoft Windows 8; Microsoft

Windows 8.1; Microsoft Windows 10; Microsoft Windows 11; Ubuntu Desktop 18.04 LTS 64-
bit; Ubuntu Desktop 20.04 LTS; Ubuntu Desktop 22.04 LTS; Red Hat Enterprise Linux 7, 8 .;
SUSE Linux Enterprise Desktop 15; Linux Mint 20; macOS 10.12 Ta Ouibll HOBI Bepcii:
Android 5 (Lollipop) Ta Ginbii HOBI Bepcii:
102. [Mintpumka Microsoft Windows 10 Multi-session ta Azure virtualized Windows
10
103. CyMICHICTh 3 ICHYIOUMM CEpPBEpOM IIEHTPATI30BAaHOTO KEPYBAaHHS Ta aKTHUBAIIis
anTuBipycHoro 13 muisixom nomaBaHHs KIIOYa JI0 ICHYIOUOTO cepBepa KepyBaHHs. Jlis
MIATBEP/DKCHHS  BIAMOBIAHOCTI MPOMO3MINT  Y4YacHMKA I[id XapaKTepUCTHIl Ta
MOYJIMBOCTI  TEPEBIPKM  BIIMOBIIHOCTI 3alPONOHOBAHOTO  DILICHHS 3asBICHUM



TEXHIYHMM BHMOTaM, Ha BHMOTY 3aMOBHHKA, YYacHHK HAaJa€ TECTOBHH KIIOY
TPUBAJICTIO HE MEHIIIE 5 JTHIB /I KOTO JJ0/IaBaHHS JI0 ICHYIOUOTO CepBepa KEpyBaHHS.

Bumozu 0o 3axucmy cepeepie

1. ABTOMAaTHYHE BHU3HAYEHHS pOJIEH cepBepa Ui CTBOPIOBAHHS ABTOMAaTHYHHUX
BHUKJIFOUECHB IS crienndigamux Qainie, mamok, mporpam, 1o JA03BOJISIE MiHIMI3yBaTH BIUIMB Ha
poOOTY cepBepHOI OmnepaliifHOT CHCTEMHU.

2. HanmanHs 3axmcTy BiJ: IIKIJUIMBUX Mporpam, TposiHChKoro I[13, kiaBiaTypHUX
HMIMUTYHIB, pekinamuoro 13, ¢immury, mmuryncekoro 113, pyTkiTiB, CKpUNTIB, MOTEHIIITHOTO
HeOaxxanoro ta HeGe3neunoro I13.

3. 3abe3nedyeHHs 3aX1UCTY B PEKUMI peaIbHOTO Yacy.

4. BukopucTaHHs eBpUCTUYHHUX TEXHOJIOTIH 1] 4aC CKaHyBaHHS.

5. AHTHBIpYCHE CKaHyBaHHS 3a BHMOTOK KOpHCTyBada abo aaMiHiCTparopa Ta
3rigHo rpadiky.

6. CkanyBanHsa Hyper-V Ha HasBHICTH BIpYCiB, IO JTO3BOJISI€E CKaHYBAaTH IUCKU

cepepa Microsoft Hyper-V Server, To0T0 BipTyanmsHux wmamuH (BM), 6e3 HeoOXimHOCTI
YCTaHOBKH OyJIb-SIKMX areHTiB Ha BIJNOBIIHUX BIpTyaJIbHUX MallldHAX.

7. Monyns 3axucty nokymentiB Microsoft Office, mo nae MOXIHMBICTD TIepeBipsITH
MaKpOCH Ha HasBHICTb 3JIOBMHCHOTO KOJTY.

8. 3axucT Big EKCIUIOWTIB sKWMH 3a0e3medye 3aXxWCT BiJl 3arpo3 37aTHUX
BUKOPHUCTOBYBATH ypa3nuBocTi Java, Flash Ta iHmux nonatkis

9. JlonaTtkoBuii piBeHb 3aXHCTYy KOPHCTYBAyiB BiJ IpOrpamM-BHUMaradiB KOHTPOIIOE
Ta OLIIHIOE BC1 MPOTPaMU HA OCHOBI IXHbOI OBEIIHKH Ta PeIyTallii.

10. MonuBicTs iHTErpamii 3aXucTy poOOYMX CTaHI Ta cepBepiB 3 XMapHOIO

micoYHHUIel0 (NP HAsSBHOCTI JIOAATKOBOI JIineH3ii), 0e3 HeoOXiTHOCTI BCTAHOBJICHHS
JIOJTATKOBUX IMPOTPAMHHX TPOAYKTIB.

11. CkanyBannsa intepdeiicy UEFI - mnepeBipka Ha HasgBHICTh LIKIIJIHMBOTO
IPOTPAMHOTO 3a0€e3MeUeHHs B TOJIOBHOMY 3aBaHTa)XyBaJIbHOMY 3aITHCI.

12. MoxuBicTh ckaHyBaHH (hailiB IiJ] yac 3aMycKy onepaniiHoi CUCTEMHU.

13. Pozmmpennii ckanep nam'siTi SIKMH BIACTEXKYE MIZO3PLIl MPOLIECH Ta CKAHYE iX, K

TUIBKM BOHM BHHMKAIOTh, IO JIO3BOJIAE 3amoOIrTH  3apaKEHHIO HaBiTh  peTENbHO
3amMppPOBAHUMH Ta IPUXOBAHUMH 3arpO3aMH.

14. CkaHyBaHHS KOMI'IOTepa y HEAKTUBHOMY CTaHi.

15. MOoXnuBICTP BU3HAYEHHS JIETAIbHUX IapaMeTpiB poOOTHM aHTHUBIPYCHOI'O
CKaHepa, TaKMX sIK: BU3HAYEHHS 00 €KTIB Ta METO/IB CKaHYBaHHs, MOXJIUBICTb BCTAHOBJIEHHS
MaKCHMaJIbHOTO PO3MIpy Ta 4acy CKaHyBaHHS (ailily, MaKCUMaJIbHY INIMOMHY BKIIaJIEHHS apX1BY
Ta CTBOPEHHS BUKJIIOUEHb.

16. ABTOMaTHYHAa aHTUBIPYCHA MEepeBIpKa 3MIHHUX HOCIIB.

17. HasBHICTD 1HCTpYMEHTY, SIKMH 3MOXe 3JIHCHIOBATH KOHTPOJIb MIiJAKIIIOYEHHS 10
poOouoi craHuii nepudepiiHuX MNPUCTPOIB LUIIXOM CTBOPEHHS HPAaBHJI JOCTYNY 3a THUIIOM
IPUCTPOIO, 3a PIBHEM JOCTYIY, 32 BUPOOHHUKOM, MOJIEIIII0 a00 CepiiiHUM HOMEpPOM IMPHUCTPOIO.
[IpaBuiia MOXXYTh CTBOPIOBAaTHCH SIK JJISI BCIX, TaK 1 JUIsl OKPEMHX KOpHUCTyBadiB abo rpymn
Windows.

18. HasBHicTh cuctemu BusiBieHHst BroprHeHb (HIPS), sika 3axumiae xomm’otep BiJ
HIKiJUTUBUX MPOTpaM 1 HebakaHO! aKTHUBHOCTI. Takoxk 1eif MOAy/Ib MICTUTH B cOo01 MaiicTep Juis
CTBOPEHHS TMpaBWUJ Ta PEAAKTOp MpaBWJI s KOHTPOJIO  3alylI€HUX  IMPOLECIB,
BUKOPUCTOBYBAHUX (DAiiiIiB Ta PO3ILIIB PEECTPY.

19. JlomaTtkoBa mepeBipKa 3amynieHuX MpoIeciB Y XMapHOMY peIyTaIliiHOMY CepBici.

20. 3abe3neueHHs 3aXUCTY IMOIITOBOIO KJIIEHTY Ha poOodil CTaHIil 3 MOXKIUBICTIO
1HTerpanii 0 MoumToBoro kiieHry, nepesipkoro POP3, POP3S, SMTP, IMAP ta IMAPS Ta
3a0e3MeueHHs MepeBipKU MOIITOBUX BKJIAIEHb.

21. MO>XIIUBICTh aBTOMATHYHO BUAAISATH a0O0 MEpPEMIIyBaTH 3apakeHy IOIITY 0
BKA3aHOTO KaTajory y HOIITOBOMY KIII€HTI.
22. [TepeBipka HTTP, HTTPS Ttpadixy 3 MOXKIMUBICTIO CTBOPCHHS JIHCTIB

BUKJIIOUEHUX 3 MIEPEeBipKH, 3a010Kk0BaHMX Ta go3Bosienux URL-anpec.



23. MoxnuBicTe OJOKYyBaTH 3aBaHTaXEHHA 3 IHTepHeTy (aimiB 3a BKazaHUM
PO3MIMPEHHSM.

24, MoxnuBicTs mepeBipku npotokony SSL Ta mepeBipku AiMCHOCTI Ta IUTIICHOCTI
ceprudikaTiB. MOXKIUBICTh KEpyBaTH CIIUCKaMU JOBIpeHUX cepTudikariB Ta cepTudiKaTiB
BUKJIIOYEHUX 3 TEPEBIPKH, a TaKOXK MOXIIMBICTH BHOOpY Iii mpH BH3HAYEHHI cepTudikara
HEJ[II0YMM, HeBU3HAYEHUM a00 MOIIKOHKEHHUM .

25. MoHBIiCTh CTBOPEHHS BUKIIIOUEHB 3 MEPEBIpKU Tpadiky JUIsi OKPEMHX MPOrpam
ta okpemux IP-006'extiB (IP-agpecis, miana3zonis IP-agpecis, miamepex).

26. MoXNUBICTh  HAJALITYBaHHS JOJATKOBUX IapaMeTpiB  MOAYJIS  CUCTEMHU
BUsIBJICHHSI BTOpPrHeHb (IDS) 3 MeTOr0 BUSBICHHS PI3HUX THUIIB MOXJIMBHX MEPEKEBUX aTaK Ha
KOMIT FOTEp.

27. MO>KIIMBICTh BUKOPUCTAHHS TEXHOJIOTII, sIKa 3a0e3Meuye 3aXUCT Bij] 3arpo3 THITY
"0oTHeT"

28. 3axucT Bpa3IMBOCTEH MEPEIKEBOTO MPOTOKOIY, IO MOKPAIIy€e BUSIBJICHHS 3arpo3,
SIKI BUKOPHCTOBYIOTh HEJIOJIKM MEPEKEBUX MPOTOKOIMIB, Takux sk SMB, RPC, RDP i T.x1.

29. PernamenTHe OHOBIIEHHS BipycHUX 0a3 He MeHIIIe 24 pa3iB 3a J100Yy.

30. OTpuMaHHS OHOBJICHHS KJIIEHTIB 3 JIOKAJTHHOTO J3€pPKaia Ha cepBepi.

31. MOo>JIMBICTh CTBOPEHHS JI3€pKajia OHOBJICHb 3aco0amu aHTuBipycHoro 113.

32. MoKHBiCTh OTPUMYBATH OHOBIICHHS BIpyCHHX 0a3 3 pe3epBHHUX DKEpEd, SKIIO
OCHOBHE JPKEPEJIO OHOBJICHHS Oy/1e HeJIOCSKHE.

33. Binkar OHOBIIEHb 3 MOXJIHMBICTH MOBEPHYTHCS 10 TIONEpeaHiX Bepciii 0a3

BIPYCHUX CHTHATYp 1 MOJyJIiB OHOBJICHHS, Ta MOMJIUBICTIO TAMYACOBO MPU3YIHHUTH OHOBJICHHS
a00 BCTaHOBIIIOBATH HOBI BPYUHY.

34. MOXJIHMBICTh OHOBIICHHS Y PEXKHMI OTPHUMaHHS pEryJspHUX, TECTOBHX Ta
BIJIKJTaJICHUX OHOBJICHD.

35. HasiBHiCTh 1IHCTPYMEHTY BiJAaIEHOTO YIIPABIIIHHS.

36. MoKHBICTh KPiIM OCHOBHOTO BKa3aTH PE3EPBHI CEPBEPH aAMIHICTPYBaHHS.

37. HasiBHICTP MeXaHi3My KOHTPOJIIO 32 aKTYaJIbHICTIO OHOBIIEHB OIepaliitHoi
CHCTEMH.

38. HasBHICTD 1HCTpYMEHTY JUIsl JIarHOCTHUKU CHUCTEMH, SKMA Mae€ MOXKIIHUBICTbH

CTBOPIOBaTH 3HIMKH CTaHy OIEpaliifHOT CHCTEeMH ISl TOAAJBIIOT0 TIMOOKO aHai3y
PI3HOMAaHITHMX AacCIeKTiB poOOTH oOmepamiiHOl CHUCTEMH, BKJIIOYAIOYM 3aIlyLIEH1 IPOLECH,
KOHTEHT peecTpy, 1HcTanboBaHe 13, mepexesi 3'eqHaHHs. 3aB/IIKM BMIHHIO ITOPIBHIOBATH Pi3HI
3HIMKH CTaHy CUCTEMH IIel IHCTpYMEHT MO)Ke BUSIBUTH 3MiHH, sIKi BIIOY/IHCH B cucTeMi. Takox
BiH MOJXX€ CTBOPIOBATH Ta BHUKOHYBATH CKPHIITH, IO JACTh MOXIIHUBICTH 3YMUHATH 3aITylleHi
IpOIEeCH, BUIAIATHU T1JIKU PEECTPY, OJOKYBaTH MEpEeXKeBi 3'€JTHAHHS.

39. HasBHicTh TUTaHYBanmbHHKA 3aBlaHb, SKAW JACTh MOXIIMBICTH CTBOPIOBATH
3alIaHOBaH1 3aBaHHs, Cepell AKHMX: 3allyCK 30BHIIIHBOI MPOrpamu, nepeBipka ¢ailiiip mij yac
3alyCKy CHCTEMH, CTBOPEHHS 3HIMKAa CTaHy CHCTEMH, IEpeBipKa KOMII'I0Tepa, OHOBIJIEHHS
BipyCcHHMX 0a3 Ta MOJyJiB nmporpamMu. MOXIIUBICTh IJIAHYBAaHHS 3aB/aHb, SIKI 3alTyCKaTUMYThCS
OJTHOPA30BO, MEPIOJMYHO Ta 332 YMOBH BUHUKHEHHS! KOHKPETHHX TTO/TiH.

40. MoKIHBICTh CTBOPEHHS Y IUIAHYBAJIBHUKY JEKIIBKOX OJHOTHIIHUX 3aBJaHb 3
PI3HOIO EPIOANYHICTIO 00 PI3HUMHU YMOBaMH 3aITyCKYy.

41. MoknuBicTs poOOTH B KJIacTepax K JOMEHa Tak 1 poboydoi rpymnu

42. MOXIIMBICTh HAJAIITOBYBATH IIBUAKOIIIO, BKa3ylOUM KUIBKICTh TIOTOKIB
CKaHyBaHHS.

43. MO>JIMBICTh HANAIITOBYBATH PEKUM 3aIyCKY HUIIXOM BIJKIIOYEHHS TpadiqHOro

iHTepdeiicy s TepMiHAIbHUX KOPUCTYBAYiB, 10 JJa€ MOXKJIMBICTh 3MEHIINTH HaBaHTAKEHHS Ha
cepBep, SIKUH MPaLIoe y peKUMI CepBEPY TEpMIHATIB.

44, Mo>IHBICTh CTBOPEHHS 3aBaHTaKyBaJlbHOrO JUCKY sk Ha CD-, tak 1 Ha USB-
HOCISIX 3 BCTAaHOBJICHUM aHTUBIPYCHUM IPOJTYKTOM.

45, [TinTpumka poOOTH Mmporpam, IO MPALIOIOTh B IOBHOEKPAHHOMY PEXHMI, 3
MO>KJIUBICTIO TIPUXOBATH BC1 MOB1AOMJICHHS BiJ aHTUBIpYycHOTO [13.

46. MonuBicTh 3aXMCTy TMapojeM BiJ 3MiHM TapaMeTpiB Ta BHUAAJICHHSA
anTuBipycHoro I13.

47. MOXIUBICTh BiJIaJIEHOTO BCTAHOBJICHHS Ha (ailioBUl cepBep.



48. Mo>HBiCTh IPEBCTAHOBICHHS Ha OKpeMHUX (ailyIoBUX cepBepax 3a JOINOMOTOI0
KOMILUIEKCHOTO 1HCTAJIATOPY, IO AACTh MOKJIHMBICTh 3'€IHYBAaTHCh 3 CEPBEPOM YIIPABIIHHS
oJipa3y Micis MiAKITIOYESHHS 10 MEPEeKi.

49. Mo>kuBICTh iHTETpallii 3 XMapHUM cepBicoM Microsoft Azure

50. [Mintpumka OC: Microsoft Windows Server 2022; Microsoft Windows Server
2019; Microsoft Windows Server 2016; Microsoft Windows Server 2012 R2; Microsoft
Windows Storage Server 2016; Microsoft Windows Server 2019 Essentials; Microsoft Windows
Server 2016 Essentials; Microsoft Windows Server 2012 R2 Essentials; Microsoft Windows
Server 2012 Essentials; Microsoft Windows Server 2012 Foundation; Microsoft Windows
MultiPoint Server 2011; Microsoft Windows MultiPoint Server 2010; RedHat Enterprise Linux
(RHEL) 7, RedHat Enterprise Linux (RHEL) 8, RedHat Enterprise Linux (RHEL) 9, CentOS 7,
Ubuntu Server 18.04 LTS, Ubuntu Server 20.04 LTS, Ubuntu Server 22.04 LTS, Debian 10,
Debian 11, SUSE Linux Enterprise Server (SLES) 12, SUSE Linux Enterprise Server (SLES)
15, Oracle Linux 8, Amazon Linux 2.

Bumozu 00 xmapnoi nicounuyi

1. MO>KIIMBICTh BIAIPABIATH Mi03piii (aiau 3 poOOUYMX CTaHIN Ta cepBepiB Ha
aHaJi3 10 XMapu

2. MO>IHMBICT BIANPABIATH MiJO3PLUII BKJIAJACHHS JIMCTIB 3 MOIITOBOTO CEPBEPY Ha
aHaJi3 10 XMapu

3. BukopucTaHHsS TEXHOJIOTiIH MAlIMHHOTO HABYaHHS Iijl 4ac MEPBHHHOTO aHAJI3y
BiZmpaBieHux (haiis

4, MOXIIUBICTh  3MIACHIOBATH  O€3MepepBHE  CIIOCTEPIraHHS 3a  aKTHBHICTIO

Bignpasienux ¢aimis (30 qHIB 32 3aMOBUYBAHHSAM), IO JTO3BOJISIE BUSABIISTH HABITh Ti 3arPO3H,
10 3[aTHI 00XOAUTH KIACHYHY MTICOYHHUIIIO.

S. MonuBicTh 3IMCHIOBATH aBTOMAaTW4YHE OJIOKYyBaHHs (haililiB, MO CIIPHYMHIIA
3MIOBMHUCHY aKTUBHICThH i 4ac MEPBUHHOrO aHamizy abo Midac TPUBAJIOrO CIOCTEpPIraHHS Y
xMapi.

6. MoxuBicTh 3a0€3MeUuTH IIBUAKY Ppeaklilo, 3a pe3yabTaTaMd I[EPBUHHOIO
aHa3y, NUIIXoM OsiokyBaHHS 0-I€HHMX 3arpo3 (BiA AeKiIbKa cekyHa 10 10 XBUIMH)

7. HasiBHiCTH cucCTEMH 3BITHOCTI, SIKa HaJa€ 3BITH MPO PE3yNbTaT IOCITIIKEHHS
BIJIIIPABJIEHUX JI0 XMapH 3pa3KiB

8. MoxuBICTh 3A1MCHIOBATH THYYKI HaJAIITyBaHHS BIAMPABKU MiA03puinx (aiiiis
Ta BU3HAYCHHS PEaKIlii Miclis MEPBUHHOTO aHa3y a00 BUSBIEHHS 3JIOBMHCHOI aKTUBHOCTI T[T
4ac TPUBAJIOTO CIIOCTEPEKEHHS y XMapi.

Bumozu 00 noenoouckoeozo wiugpyeanns

1. 3abe3neueHHs YIPaBJIiHH MOBHUM IIU(PYBAaHHIM JIMCKA HA KEPOBAaHUX POOOUNX
craniigsx Windows 3 107aTKOBUM PIBHEM 3aXHCTY Ha €Talll Mepea3aBaHTaKyBaJIbHOTO BXOY.

2. HasBHICTD IHCTPYMEHTY BiJIaJIEHOTO YIPABIiHHS.

3. MO>KITUBICTH BiJJJAJICHOTO BCTAHOBIICHHS HA KIIIEHTCHKY pOO0YY CTaHIIIfo.

4. MoxnuBicTe npeaBcTaHoBIEHHS Ha okpemux 1K 3a momomororo KOMIJIEKCHOTO

IHCTaJATOPY, IO JaCTh MOXJIMBICTH 3'€IHYBAaTHUCh 3 CEPBEPOM YIPABIIHHSA OJpa3y IiCisa
MKITIOYSHHS 0 MEPEXi.

5. MOo>IHMBICTh Bi/1aJI€eHOTO MOBHOJUCKOBOTO UG PYBaHHSA/pO3MU(pyBaHHS BCIX
IIACKIB.

6. MOXIHMBICT,  BIAJIAJIEHOTO MOBHOAMCKOBOrO  IH(pyBaHHS/po3mnpyBaHHS
TUTBKH 3aBaHTAXXYBAJIHOTO JHCKY.

7. MOo>XIMBICTh BUKOPUCTOBYBATH Ui MKU(PYBaHHS JAOAATKOBI TEXHOJOTII BiJ BiJ

BUPOOHMKIB 0OJajHaHHA: Taki sK JoBipeHHH r1uatdpopmenuit moxayns (TPM) abo
camomudposani qucku (OPAL).

8. HasBHICTB B KOHCOII cepBepy yNpaBIliHHS MaliCTpa BKIIOUYEHHS MU(PYBaHHS, 110
Jla€ MOKJIMBICTB ISl afMiHICTpaTOpa My>Ke 3py4YHO 1 MIBUJKO OOpaTH AJis BiagaieHoi poOodvoi
CTaHLIi BIAMOBIAHY MOJITHKY 3 HEOOXIAHMMH MapaMeTpaMH Ta 3almyCTUTH Ha Hii mporec
mudpyBaHHS AUCKIB.



9. MonuBicTh sl KOPHUCTYBadiB KOXHOI poOouoi cTaHmii CTBOPIOBAaTH CBIi
BJIACHHMH TapOJIb MePea3aBaHTAKYBATBHOTO BXOY.

10. MOXIUBICTE ISl aAMIHICTpAaTOpa BCTAHOBIIIOBATH IS TIEpEI3aBaHTAKYBaIbLHOTO
MapoJIto Pi3HI KPUTEPIi, TaKi AK: CKIAAHICTh MapoJIs, KITBKICTh CIIPOO BBEICHHS, TEPMIH JIii.
11. Pizni pexxumu 11t rpadigHoro iHtepdeiicy KopucTyBauya: 3BUYalHU, 1€ Oyne

JNOCTYITHHM Bech (yHKIIOHAT rpadivyHoro iHTepdeiicy abo MiHIMaIbHUNA, KOIH OyayTh
BiJOOpakaTUCh TUIBKHU CIIOBILICHHS.

12. [TinTpumka poOOTH Tporpam, MO0 MPaIOOTh B IMOBHOEKPAHHOMY PEXKHMI, 3
MO>KJTUBICTIO TIPUXOBATH BC1 MOBIJOMJICHHSI, ITOB's13aH] 3 MU (DPyBAHHSIM.

13. MO>KIIUBICTB ISl KOPUCTYBava 3MIHUTH CBii TIepeI3aBaHTaXyBaIbHUHN MMapoJib 3a
JIOTTIOMOT'0}0 TIOTOYHOT'O TTApPOJII0

14, MO>KIIUBICTB JUIsl aAMiHICTpaTOpa CTBOPIOBATH MAPOJIb BiTHOBJICHHS Y pa3i, SKIIO
KOpHUCTYBa4 3a0yB CBill BIIaCHUH NepeI3aBaHTaKyBaJIbHUHI MapOIb.

15. MOXIIUBICTh JUIsl aAMIHICTpaTopa CTBOPIOBATH 3aBaHTAXKYBAJIbHUU JHUCK abo

USB-nakonuuyBau i aBapiiiHOro po3mupyBaHHS AMCKY y pasi, SKIO 10 JaHUX Ha
3amu(poBaHOMY JIMCKY HE MOXHA OyjIe OTPHUMATH JIOCTYII 32 JOMTOMOTOI0 CTaHIApTHHX 3aCO0iB.

16. MOXIHUBICTH TUTSt aJIMiHICTpaTOpa B1/IJIaJICHO aHyJIIOBaTH
nepe3aBaHTaXyBaIbHAN TApOJib, 110 TMPU3BEAC 10 BiOOpaKEHHS KOPUCTYBAueBi 3allUTy Ha
3MiHY MapoJIs 1 3MyCHUTh HOT0 3MIHUTH NapoJIb IPH HACTYTHOMY Tepe3aBanTaxenHi OC.

17. MOXIIHBICTH IS aJMiHIcTpaTopa BIJIIAJIEHO OJIOKyBaTH
Nepe3aBaHTAXYBAILHUN IMapojib, IO MPHU3BEAC JO BIIKIIOUSHHS MEPEI3aBaHTAXYBAILHOTO
BXOJly TICJIS HACTYIHOTO TIepe3aBaHTaXEHHS, a s po30JIOKyBaHHS HEOOXigHO Oyze
BCTAHOBHUTH HOBUH Mepea3aBaHTaKyBaTBHHH ITapOJIh 3a JOIMIOMOTO0 MAapOJIs BiJHOBIICHHS.

18. MOoXIHBICTh AJI aaMIHICTPAaTOpa BIAJANIEHO CTEPTH IEpel3aBaHTaKyBaJIbHUN
napoJib, M0 MPHU3BEE IO HETaiiHOTO OJIOKYBaHHS BiJaieHol poOovoi cTaHIlii, a KOpHUCTyBaueBi
Oyzne BimoOpakeHO Ha €KpaHi MOBIIOMIICGHHS MPO KPUTHUHY MOMUIIKY THUIY «CHUHIH €KpaH».
[Ticns uporo moctym 1o iHGopMaii Ha TUCKaX MOKHA OTPHUMATH TUIBKH MICIsl po3mmdpyBaHHS
3a JIONOMOTOO 3aBaHTa)KYBAJIBHOTO JTUCKY BiJHOBJICHHSI.

Bumozu 0o pozwmupenozo eusenenns ma peazysanns (EDR/XDR)

1. HasBHiCTh maHeni MOHITOPHHTY JJI BIJCHIAKOBYBaHHs aKTyalbHOI iH(popMarii
PO @aHOMaJIbHI MO/11 1110 BUHUKIIN B KOPIOPATUBHIN Mepexi

2. OTpumaHHs TMONEpeKeHb MPO aHOMallbHI MOAIl 110 BUHUKIM B poboti 113 Ha
OCHOBI ITpaBuJI

3. Criucok mpaBWII 3a 3aMOBUYYBAaHHSM Ta MOKJIMBICTh CTBOPEHHS BJIACHMX HPaBUII
10 XapaKkTepu3yloTh MoBeaiHKy [13 sk anHomanpHe

4. ABTOoMaTH4Ha Kiacu@ikalis MONepeKeHb 3a KPUTUYHICTIO, IO J03BOJISE
IIBHJIKO BH3HAYATH Ta pearyBaTH Ha KPUTUYHI MOIi.

S. MoOXJIUBICTh BCTAHOBIIIOBATH MPIOPUTET JUISI MONEPEKEHb AJIs OLIbII THYYKOTO
copTyBaHHs Ta QUIbTpaLlli MOIIHN.

6. Mo>nUBICTh TPYIYBaHHS MONEPEIKEHb 3@ PI3HUMH KPUTEPISIMU, TAKUMH SK: THII,
KOMIT FOTep, TIPaBuUIIO, TIpoliec, (haii.

7. MonuBicTh (iKCyBaTH IHIMJACHTU 1H(POPMALIHHOI OE3MEeKH MUITXOM CTBOPEHHS
TPUBOKHUX BHUSBJICHD, SIKI OyIyTh MICTUTH SIK 3BeJieHY 1H(MOpMaIlito mpo moAito (KO 1 Je 11e
cTajocsi (KOMIT'IOTEp), Bi SKOrO KOPUCTYyBauda, KM BUKOHYBaHMH (haiin 3amyckaBcs, HaBITh
KUl KOHKPETHHUI Mpollec BUKIMKAB 3aIllyCK), TaK 1 JETalbHY 1HPOpPMAIII0 MO KOXHOMY 13
nepepaxoBaHuX MapaMeTpiB.

8. HasiBHICTh B KOXKHOMY TPHUBOKHOMY BHUSIBJIEHHI CIIELIaJbHOTO 1H(QOpMaIiifHOTrO
po31iTy, B sIKOMY OyJie HaJaHO JeTaJbHUM OMMC MOJii, [0 BUKJIMKAJIA CIpAIIOBAaHHs MpaBUIIA,
nepesik MOXJIMBUX MpPUYUH, MOXIJIMBI PHU3MKM Ta HACIIJKU Ta PEKOMEHJAlli CTOCOBHO
HEOOX1THUX JTiii /IS MOAAJBIIOTO aHali3y 1HIUACHTY.

9. MO>KIIUBICTh HAJATH, Y pa3i BUABJICHHSI KPUTHUYHUX THIIUIACHTIB, IHPOpMAIIiIO TIPO
HepeniK BiJOMUX TEXHIK Ta 3ac00iB, sIKI paHillle BUKOPUCTOBYBAJIU 3JIOBMHUCHUKH B MOJIOHHUX
CUTYyaIlisIX 3 TMOCWIaHHAMHU Ha BiamoBimHi po3aun pecypcy MITRE ATT&CK, ne mMoxHa
03HAMOMHTHUCH 3 OLIBII AETAIBHOO 1H(OpPMAITIEIO PO Aii 3TOBMHUCHUKIB.



10. HasBHiCTh iHTEpakTUBHOTO iHTEp(eiiCy TPHUBOKHUX BUSBJICHb, IO JO3BOJISIE
MOTJIMOMIOBATUCh Yy OUIBII ACTAIBHUM PO IHIUACHTY iHGOpMAIiiHOT Oe3mekn s
OCHOBHHX IapaMeTpiB 13 HAABHUX Y 3BEJICHOMY TPUBOKHOMY BHUSIBJICHHI.

11. Hananus neranpHOi iH(pOpMAIIii Mpo Tpoliec, M0 BUKINKAB CIPAIIOBAHHS, TaKOi
SK JepeBO MpoleciB, 3MiHM B (ailioBiii cuctemi Ta B peectpi OC, MepexeBa aKTHUBHICTD,
s'emnanns 3 URL-aapecamu, 1071aTKOBO 3aBaHTa)XKeHI BUKOHYBaHI (aliau, a TaKoX
HaliaeTanpHIMIA xKypHa! noniid B OC.

12. Aptomarnuna kiacudikamis EXE/DLL ¢aiiniB 3a KpUTHYHICTIO, IO J03BOJISIE
IIBUIKO BU3HAYATH Ta pearyBaTH Ha aHOMAJIbHY MOBEAIHKY (aiisiB.

13. ABTOMaTHYHA Kjacu(ikallis CKPHUITIB 3a KPUTHYHICTIO, IO JIO3BOJISE IIBHJIKO
BU3HAUATH Ta pearyBaTH Ha aHOMAaJIbHY MTOBEIIHKY.

14. MO>XIIUBICT CTBOPEHHsI JIETAlTi30BaHMX BHKIIOYCHBb JJII OKPEMHUX IOJIIH IO
NOBMHHI BKJIIOYATH 1iHGOpMAIil0 TpPO KOHTPOJIbHI CyMH BHUKOHYBaHHMX (QaiinmiB, ix
MiCII€3HAXO0KEHHS, ITM(POBUI MIAMUC Ta 1HITY iH(QOpMaIlito

15. MosxnuBicts cTBOpeHHs Oinux/4opaux cnuckiB EXE/DLL daitnis.

16. Mosknusicts no3Hadat EXE/DLL daiinu sixk qoBipeHH1 260 Oe3reyH.

17. Moxnusicts no3nayatu EXE/DLL daiinu six mepeBipeHi abo mpoaHasizoBaHi

18. MO>KJIMBICTB TTO3HAYATH MEPEBIPEHI CKPUITH SK JTOBIpEHHI a00 Oe3MeyHi.

19. MoxnuBicte meperyisiny  aetanbHoOi  iH(opmanii mpo EXE/DLL  ¢aiiim,

TIOTIEPE/DKECHHS 3 HUM TOB’s13aHi, CTAaTUCTUKY BHKOPHCTaHHS, 3MiHU (ailliB, peecTpy, CTBOpEHi
MEPEKEBI 1 TKITFOYCHHS.

20. CrBopenns nepeniky Bcix EXE/DLL ¢aiiniB Ha poOOYMX CTaHISAX 1 cepBepax 3
METOIO MOJATBIIOTO aHATI3Y.

21. Crnucok 3abmokoBannx EXE/DLL ¢aiiniB 3 MOXIMBICTIO iX BiJHOBIICHHS,
BUJJAJICHHS Ta 3aBaHTAXCHHS JUTS OUTBII ACTATBLHOTO aHATI3Y

22. MOXIIMBICTh 3aBaHTOKEHHS MIAO3pIIuX (ailyliB 3 KIHIEBHX TOYOK IS
MOIAJIBIIIOTO aHAIII3Y.

23. MOXIHMBICTh 3AIACHEHHS MPSAMO 3 KOHCOJI MHUTTEBOTO TOIIYKY JOAATKOBOI
iH(dopmaii po (aiiau Ha CTOPOHHIX pecypcax, Takux sk Virus Total Toro.

24, MoXUBICTh OTPUMAaHHS J€TalbHOI 1H(OpMALii MpPO TUIO CKpUITa, 3aisHI

EXE/DLL daiinu 1 mpoliecu, CIIMCOK CTBOPEHUX JOYIPHIX MPOILIECiB, 3MIHU (DailliB, peecTpy,
CTBOPEHI MEpPeXKeBI MiJKITIOUEHHS

25. MOokIuBICTh 3aBaHTaKEHHS M1103pUIHX (aiiniB-cueHapiiB (CKpUNTIB) 3 KIHLIEBUX
TOYOK JUIsl OJIAJIBLIOTO aHaMi3y.

26. CTBOpeHHsI CIIUMCKY BCIX CIEHapliiB, CKpPHUIITIB, 110 BHUKOHYBaJIHCS Ha POOOUYUX
CTaHLISAX 1 CepBEPAX

27. MOXIUBICTh TPYIYBaHHA CKPUIITIB 3a PI3SHUMH KPUTEPIIMHU, TaKUMHU SK:
0aThKIBCbKHI IpoIiec, MepIInii JOUipHii mporec, KOMaHIHUN PSJIOK.

28. @®opMyBaHHS CIHMCKY KOMIT'IOTEPIB 3 JEeTalbHOIO 1H(OpMAL€0 Mpo MOojiii,
EXE/DLL oaiinu, ckpuntu

29. Mo>XIMBICTh CTBOPEHHS Ta 30€peeHHs 3aBJlaHb MOIIYKY 10 BCii 6a3i JaHUX, LI0

30UpalThCs 3 YCIX MiIJIKOHTPOJIBHUX KOMIT'IOTEpIB, 32 Oy[b SKUMH IapaMeTpamMu (HaBiTh
KUJIbKOMa CHMBOJIAMU 3 BUKOHAHOTO KOMAaHIHOTO PSAKY) Ta 3 BUKOPUCTAHHSIM PI3HOMAHITHUX

GbinbTpiB.

30. MosknuBicTs aoaaBanss migo3putux ¢ainie EXE/DLL no koHTponbHIN cymi 10
nepeniky 3a0JI0KOBaHUX, 1110 MPHU3BeAe A0 OJOKYBaHHS iX Ha poOOYMX CTaHIISIX 1 cepBepax.

31. MOoXIUBICTh J0/aBaHHS JIOOMX KOHTpoibHUX cyM (aitmie EXE/DLL no
nepeniky 3a0JI0KOBaHUX, 1110 MPU3BEAe 0 OJOKYBaHHS iX Ha pOOOYMX CTaHIIIAX 1 cepBepax.

32. MO>XIIUBICTB BiIIaJIEeHO 3/1IMCHIOBATH BUIAJICHHS Ta MEPEMINIEHHS 10 KapaHTHHY
mrobux migo3pinux ¢aitnise EXE/DLL

33. MO>XIMBICTh BIIIAJICHOTO TIepe3aBaHTaXXeHHS poOovoi ctaHIlli abo i mMoBHOTO
BIIKJTFOUEHHS

34. MO>XIIUBICTh MHTTEBOTO 3alyCKy TJIHMOOKOTO AaHTHUBIPYCHOTO CKAaHYBaHHS Ha
BiJIasieHiid poOoyiit cTaHiii.

35. MO>KJIMBICTE MUTTEBOTO CTBOPEHHS Ha BiJaleHI poOoUiil CTaHIlli 3HIMKY CTaHY

orepauiiHoi cucTeMu, 1o 3adikcye iHPOPMALito PO BCi MOTOYHI 3alylIeH] MPOLIECH, MEpexeBi



3'€JHAHHSA, a TaKOX HaAacTh 1HQPOPMALiI0 MPO KPUTHYHHIA KOHTEHT peectpy OC, 3aBHaHHS B
mianyBabHUKY OC, xopuctyBaduiB OC Tta ix nmpusiiei, BMicT kputnunux daitmis OC, Takux sk
"hosts", "win.ini" oo, Ta Bcto AetanbHy iHpopmarito mpo OC ta Bcranosnene [13.

36. MO>XIIUBICTh BUKOPHUCTOBYBATH ABOGAKTOPHY ayTeHTHU(IKAIi0 I 0OJIKOBHX
3aIuCiB aJIMIHICTPATOPIB, IO JA€ MOKIMBICTD 3aM00IITH HECAHKIIIOHOBAHOMY ITiIKJIFOYEHHIO 710
cepBepy IEHTPATi30BaHOTO YIIPABITiHHS.

37. Microsoft Windows 7 (SP1); Microsoft Windows 8; Microsoft Windows 8.1;
Microsoft Windows 10; Microsoft Windows 11; Ubuntu Desktop 18.04 LTS 64-bit; Ubuntu
Desktop 20.04 LTS; Ubuntu Desktop 22.04 LTS; Red Hat Enterprise Linux 7, 8 .; SUSE Linux
Enterprise Desktop 15; Linux Mint 20; macOS 10.12 ta 6inbm HOBi Bepcii; Microsoft Windows
Server 2012R2, 2012, 2016, 2019, 2022; RedHat Enterprise Linux (RHEL) 7, RedHat Enterprise
Linux (RHEL) 8, RedHat Enterprise Linux (RHEL) 9, CentOS 7, Ubuntu Server 18.04 LTS,
Ubuntu Server 20.04 LTS, Ubuntu Server 22.04 LTS, Debian 10, Debian 11, SUSE Linux
Enterprise Server (SLES) 12,SUSE Linux Enterprise Server (SLES) 15,0racle Linux 8, Amazon
Linux 2.

2. Bumorm 10 AaHTHBIPYyCHOro mporpamMHOro 3a0e3medeHHsi IS BigjajJeHoOro
KepyBaHHsl LIMQpPyBaHHAM poOounx cTaHuii (s 3axucty 10 00’ekTiB)

Bumozu 0o incmpymenmy 6iooanenozo ynpaeninHa pitieHHAM 011 WUDPYSAHHA:

1. HasBHicTb cepBepy aIMiHICTpyBaHHS JJIS IIEHTPATI30BAHOTO YIIPABITiHHS.

2. MoxnuBiCTh BUKOPUCTAHHS OJIHOTO CEpBEPY aJAMIHICTPYBAHHS IS IEKIIBKOX
oprasi3arii.

3. Pi3Hi pexxuMu poOOTH cepBepy: MOKIMBICTb POOOTH 3 BHYTPILIHIMU CEpBEpaMU,
MOJKJIMBICTh 3 OKPEMHUMH IIPOKCI-CEpBEPAMH 1] KOHTPOJIEM OpTraHi3arlii.

4. MoXnMBICTh CTBOPEHHS 3BITIB Ta 30epexenHs y ¢popmati PDF ta CSV 3a pizaumu

KaTeropisiMu : CTBOPEHI KJIt04l MU PYyBaHHS, BUKOPUCTAaHHS JiLIeH31H, 1Hpopmallist npo

cTaryc mM@pyBaHHsa pobOUYOi cTaHIlii, Bepcis).

MosxnuBicTs IMIOPTY KopHcTyBauiB 3 Active Directory.

6. MokIuBiCTh BUKOHAHHS BiJIalICHOT IHCTANSIIIT, OHOBJIEHHS Ta aKTHBAIIl poOoUHnx
CTaHIi.

7. HasBHicTb qucnieTyepa KOPUCTYBaYiB, SKHH JO3BOJISIE CTBOPIOBATH Pi3HUX KOPUCTYBaUiB
cepBepa aIMIHICTPYBAaHHS Ta MPU3HAYATH IM MpaBa Ha OCHOBI POJIEH.

8. MoxJIMBICTh CTBOPIOBATH KOMAH/IH, JJIsl CIIPOLIEHHS PO3IMOJILTY MOMITUK 1 KITFOUiB.

9. MOXIMBICTh aBTOMATHYHOI IIEPEBIPKU OHOBJICHB TSI CEPBEPY.

10. HasiBHiCTb XKypHaIly ayaUTy MAiid.

11. HasBHicTh BOY/1I0BAaHOTO MEXaHI3MYy PE€3€pBHOT0 KOMIIOBaHHS 0a3u JaHUX.

12. MOXITUBICTh CTBOPEHHSI KJIIOUIB 32 JIOTIOMOT'OI0 PI3HUX aJITOPUTMIB IUGPYBAHHS:
3DES(Triple DES), Blowfish, AES, RSA.

13. IlinTpuMka mpoTokoy KepyBaHHs 6e3nexkoro OPAL.

14. [linTpumMka 36epiranss kpunrorpadidHoi iHdpopmallii 3a fonomororo TPM.

15. MOoXUBICTh IPU3HAYEHHSI KIIIOYIB JJIsl TPYI KOPUCTYBAYiB.

16. MOXTUBICTh CTBOPEHHS IPYIOBOI MOJIITUKH JIJIs1 KOPUCTYBAYiB.

17. MoxnuBicTh BiAaleHO 3a00pOHUTH 200 JJO3BOJIUTH BUKOPUCTAHHS (YHKIIII
g pyBaHHS

18. MOXITMBICTH BiiJaJIEHO HAJIAIITOBYBATH IHTEPHET 3'€THAHHS, 3'€THAHHS 3 CEPBEPOM
.YIIpaBIIiHHS, BAKOPUCTAHHS KJIIOUiB MKU(PYBaHHS, HANATyBaHHs miariny aias Outlook.

19. MOXIUBICTh TOJTaHHS] HOBOTO KOPUCTYBAaya 3a JIOTIOMOTOO €JIEKTPOHHO] MTOTITH.

20. MoXITMBICTh MOIIYKY KOMIT'FOTEPIiB B OJIHIN JTOKAIBHINA MEpexki 3a JOMOMOTOI0 CepPBEPY.

21. MoXuBICTh TOAaHHS HOBUX KOMI'TOTEPiB BPYUHY.

22. MoxuuBicTh UGpyBaTH JaHi 3a JOIOMOTO0I0 Kilto4ya mu(pyBaHHs a0o0 maposs, SKui
MOKe OyTH 3aJaHUI aMIHICTPATOPOM CEPBEDPY.

o



23. MoXJIMBICTh J10/1aBaHHS KIIIOYiB IU(GPYBAHHS B TPYIHU 3 PO3MOIUICHHSM MPaB JIOCTYILY
110 HUX.

24. HasBHICTh XMapHOTO CepBiCy AJIs 3a0€3MeUeHHs HaliiHOTO 3'€JHAHHS CEepBEPY
VIOPaBIIHHS 3 BIIIAICHUMHU KIHIIEBUMH TOYKaMU 0€3 JT0IaTKOBOTO HAJIAIITYBAHHS
MEpEXKEBOT0 00a HAHHS.

25. MOXJIUBICTh CTBOPIOBATH PE3EPBHY KOIIIIO CEPBEPY TS CIIPOIICHHS MIirparfii.

Bumozu 0o piwienna ona wiugppyeanns pooouux cmanyii:

1. MoxuBicTh MU(PYBaHHA 3HIMHUX HOCIiB (kapT nam'sti, USB-nakonnuyBadi, KopcTki

JIACKN).

MO>KJIUBICTh CTBOPEHHS MHU(PPOBAHKUX BIPTYAIbHUX JTUCKIB.

MoKUBiCTh CTBOPEHHS MU(PPOBAHUX apXiBiB.

Mo>kUBICTh IM(PYBAHHS MANOK Ta OyAb-AKKUX (DaiiiIiB, 10 3HAXOAATHCS B HIH.

HasiBricTh okpemoro miariny B Outlook, sikuit 1o3Bossie 3ammudpyBaru Ta

po3mudpyBaTH SICKTPOHHI JIUCTH.

MosuBicTh mH(pyBaHHS BCHOTO JOKYMEHTY a00 YaCTHHH TEKCTY.

7. MOXJIUBICTh rapaHTOBAHOTO BUAAJICHHS (aiiIiB 3a monomoror TexHosorii Shredder.
JoaaTkoBi BUMoOru

arwN
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1. YyacHuk mnOBHMHEH HajaTd 3aMOBHUKY Komii Aitouunx EkcrepTHHX BHUCHOBKIB (Ha
pimneHHst 200 Ha HOro CKIIAJOBI, IO CTOCYIOTHCS 3aXHCTY POOOYMX CTaHIIN, (alIoBUX
cepBepiB, posmupeHoro BusiBieHHA Ta pearyBanHs (EDR/XDR)), 3apeectpoBanux B
Anminictpanii Jlep>kaBHOT caykOM crenianbHOTO 3B’SI3Ky Ta 3aXHCTy iHpopmamii
YkpaiHu 1010 BiANOBITHOCTI BUMOTaM HOPMATHBHHUX JOKYMEHTIB CHCTEMHU TEXHIYHOTO
3axucty iHdopMmarii B Ykpaini.

2. ABTOopH3aliiHUIl JHCT BiJ BUPOOHUKA, LIO0 MIATBEPIKYE HASIBHICTh MAaPTHEPCHKUX
BITHOCHH Y4YacHHKa 3 BUPOOHHKOM Ta YIOBHOBa)XY€ YUaCHUKA HAJaBaTH TEHICPHY
MPOMO3UIIiI0, MPOBOJUTH TEPErOBOPU 1 MIAMHCYBAaTH JOTOBIp 3 3aMOBHUKOM. JIMCT
MTOBUHEH MICTUTH Ha3BY 3aMOBHHKA Ta HOMEP 3aKYITiBIIi.

OOrpyHTyBaHHSI 04iKyBaHOI BapTOCTi Ta/a00 po3Mipy 0101:KeTHOT0 NPU3HAYEHHS
npeaMera 3aKymiBJIi

Heo06xigHiCTh MPOBEEHHS 3aKyIiBIIi 3yMOBJIEHa MOTPe00ro 3a0e3MeUeHHs aHTUBIPYCHOTO
3aXUCTy pobouux craHuiid ['onoBHOro ympasiiHHS JlepKnpoAacnoXuBciaykOu y BiHHUIBKIN
o0uacri.

OuikyBana BapTicTh npeamera 3akynisji: 495 000,00 rpH., BU3Hayanach Ha MijAcTaBi
KOMEPLIMHUX MPOIMO3UIIN MOTEHIIMHUX YYaCHUKIB 3 ypaxXyBaHHSM HasBHUX KOIITOPHUCHHUX
npu3HaveHsp, a came: 495 000,00 rpH.:

Ne .. YuyacHuk puHKa B YKpaiHi Hina npono3uuii, rpH.
1 TOB «IATACTPIM» 572 016,00
2 TOB «IE-IHTEI'PATOP» 560 576,00
3 TOB «Amaina» 495 000,00
4 Pasom: 1627 592,00
5 Cepeans niHa npono3uuii 542 530,67

OOrpyHTyBaHHsI Ppo3Mipy OIO[KETHOr0 NPHU3HAYEHHSI: pO3MIp  OFOKETHOTO
NpU3HaYeHHs A0 KomTopucy Ha 2025 pik, BpaXOBYIOUYHM HasBHI KOIITOPUCHI MTPU3HAYCHHS.



